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Kreditkort hf. operates in the field of payment

solutions.The company is the principle licence

holder for MasterCard and Maestro cards in
Iceland and is a service provider for banks and
savings banks that issue MasterCard credit
cards and Maestro debit cards as well as issuing
MasterCard credit cards itself.

The operation of Kreditkort hf.is an important component
in the mechanism that is the Icelandic economy.The role of
bank notes and coins continues to shrink, and reliance is
increasingly on electronic information. The loss of the valuable
services provided by Kreditkort hf. and the loss of the
sensitive information stored by Kreditkort hf. would have
extensive effects on Icelandic society’s financial system.
Therefore, it is vital to ensure, as far as is possible, the
business continuity of the Kreditkort hf. card management
systems.
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Kreditkort hf. operates in the field of payment solutions.
The company is the principle licence holder for MasterCard
and Maestro cards in Iceland. The company is a service
provider for banks and savings banks that issue MasterCard
credit cards and Maestro debit cards as well as issuing
MasterCard credit cards itself. The company handles the
receipt of transactions from merchants who accept
MasterCard, Maestro, American Express, JCB and Diners
Club cards. The company is committed to becoming the
most sought after partner in the field of payment solutions
in Iceland. The company’s card management system is the
foundation on which its operation is built.

Icelandic society is the society which comes closest to being
called a cashless society. The role of bank notes and coins
continues to shrink, and reliance is increasingly on electronic
information. Due to the nature of its operation, the company
stores a great amount of personal information in its card
management systems. It is therefore very important to
Kreditkort hf. to ensure the security of its card management

“The company sought expert assistance from several parties for
the job, and Stiki ehf. was selected from that group.”

Ragnar Onundarson.

“When looking for the best way to ensure that the security
of the company’s card management systems, its business
continuity and the treatment of personal information
contained in the card management systems complied with
laws and regulations, the decision was made to implement
an information security control system based on the ISO
17799 security standard. The company sought expert
assistance from several parties for the job, and Stiki ehf. was
selected from that group.”

Kreditkort hf., therefore, has enjoyed the expert assistance
of Stiki in the implementation of the ISO 17799 security
standard. This work has resulted in the preparation of a
web-based security manual for Kreditkort hf.,,a risk assessment
of the company’s information assets, and a plan for business
continuity, all prepared using the format and software
provided by Stiki ehf. Co-operation between Kreditkort hf.
and Stiki has been excellent.



The implementation of the security standard includes
preparing a risk assessment for the company’s information
assets. During this work, the company was able to use Stiki’s
specialised software, RM Studio. RM Studio ensures
conformity between the requirements set out in the security
manual and the controls implemented to control the risk
which has been analysed and assessed, as both are based
on the ISO 17799 standard.

In the opinion of Kreditkort hf., RM Studio is a very powerful
tool for performing such a complex a task as the information
assets risk assessment. RM Studio is accessible, managed
the project well and led the company through the preparation
of the risk assessment.

The operation of Kreditkort hf.is an important component
in the mechanism that is the Icelandic economy. The role
of bank notes and coins continues to shrink, and reliance
is increasingly on electronic information. The loss of the
valuable services provided by Kreditkort hf. and the loss of
the sensitive information stored by Kreditkort hf. would
have extensive effects on Icelandic society’s financial system.
Therefore, it is vital to ensure, as far as is possible, the
business continuity of the Kreditkort hf. card management
systems.

Kreditkort hf. currently has a business continuity plan in
which the operating environment of the company has been
defined. This means that the services provided by the
company and the processes used are specified and their
importance evaluated. This work was based on the risk
assessment of the company’s information assets.
Organisational circumstances are described, including policies
and plans, assessment of risk and available skills and recourses
both within the company and outside it. Furthermore, the
operations of the company are mapped out, necessary
resources for each aspect of operation are specified and
the effects of possible operational disruptions are assessed.
Emergency teams are defined. Finally, possible disruptions
are specified, and this framework used to define levels of
urgency and prepare action plans for the various emergency
teams. Restorative actions are defined based on the specified
level of urgency.

STIKI operates an Information Security Management System and a Quality Management System that fulfills
the requirements of the standards BS 7799 and ISO 9001 as certified by the British Standards Institution, BSI.

Procedures for the management of business continuity are
described in the Kreditkort hf. safety manual and are based
on the template provided by Stiki. Plans which can be
implemented, in the event of a disruption which causes a
discontinuation of the operation of the card management
system, are a part of the management of business continuity.
The goal of plans for business continuity is to limit the
effects of disruptions and to minimise damages by shortening
reaction and restorative action times in the event of a halt
in operations. It is our opinion that the project would not
have taken such a short time, or been so successful, without
the expert assistance of Stiki.

RM Studio

* Provides the user with a large amount of data.

* Ensures that the knowledge held by individual
employees is captured and recorded.

* Provided a good overview of the company’s security
issues.

* Ensured that the task was performed efficiently.

* Returns, moreover, clear results in an accessible
format, making it easier for both the company and
regulators to see the status of the company in this
area, as well as integrating well with the company’s
internal auditing system. Since Kreditkort hf. works
with both Icelandic and international auditors, it is
a significant advantage to be able to choose whether
the risk assessment is in Icelandic or English.
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