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Executive summary 

This document comprises a checklist listing the items typically required to document an Information Security Management System (ISMS) for certification against ISO/IEC 27001.  It incorporates links to example, sample or template documents, where available, that can be downloaded individually or as a complete set comprising the entire ISO27k Toolkit v4.4 from ISO27001security.com. 

The ISO27k Toolkit project

The ISMS documentation checklist on which this paper is based was the product of the first phase of a collaborative project by members of the ISO27k Forum (a friendly global community of users and fans of the ISO27k standards) to build a free ISO27k Toolkit.  The second phase of the project – to flesh-out the checklist with a suite of example/model/template documents - is ongoing.  From time to time, Forum members and others who value the ISO27k Toolkit contribute further example, sample or template documents to expand it.  While the rate of change has declined, the project will continue indefinitely.  Eventually, we’d like to offer examples or samples of virtually all the documents listed in the checklist … but that will take time, a little less with your help.
If you would like to contribute materials to the ISO27k Toolkit, please contact Gary@isect.com.
Scope and purpose of this document
The checklist is meant to help those implementing or planning to implement the ISO/IEC 27000-series information security management standards, to identify and check-off all the documentation they are likely to require.  Like the ISO27k standards, it is generic and needs to be tailored to your specific requirements since the details do vary between organizations.  If you work for a small organization, you may not need them all.  If you work for a large one, you may need even more!
Copyright
 This work is copyright © 2011 ISO27k Forum, some rights reserved.  It is licensed under the Creative Commons Attribution-Noncommercial-Share Alike 3.0 License.  You are welcome to reproduce, circulate, use and create derivative works from this provided that (a) it is not sold or incorporated into a commercial product, (b) derivative works are properly attributed to the ISO27k Forum based at ISO27001security.com, and (c) if they are shared with third parties, derivative works are shared under the same terms as this.

Disclaimer

This is not a definitive list of ISMS-related documents for all organizations and circumstances.  It is neither an “official” nor “unofficial” ISO/IEC product and it is definitely not legal or information security advice.  It simply reflects the accumulated experience and knowledge of the contributors of common ISMS-related documents shared via the ISO27k Forum.  It is merely generic guidance and is not applicable to all organizations or situations.  Please refer to the ISO/IEC standards and/or consult your accredited ISMS certification body for a more definitive, complete and accurate list, tailored for your situation.  We’re only trying to help!
The Checklist and ISO27k Toolkit Contents
ISMS Mandatory Documentation 

· ISMS documents explicitly required by ISO/IEC 27001, plus an “interpretation” of various other clauses in the standard that imply further documentation requirements.
ISMS Implementation Project Documents
Documentation supporting the project implementing the ISO27k ISMS. 

· ISMS Implementation and Certification Process Flowchart, including an overlay showing PDCA activities and documents mandated for certification against ISO/IEC 27001
· ISO/IEC 27001 Certification Process Flowchart – an alternative view 
· ISMS Implementation and Certification Process Presentation
· ISMS Scope Definitions 
· Introductory email – introducing the ISMS implementation project to managers
· ISMS gap analysis and Statement of Applicability spreadsheet – to record the status of the management system and information security controls as the ISMS is implemented and maintained

· ISO27k gap analysis management report and executive summary – describes the gap between the current situation and the kind of ISMS recommended by the ISO27k standards
· ISMS Implementation Proposal – a generic business case to persuade management to back the ISMS implementation project, and support the ISMS once in operation 

· Case Study on an ISMS Implementation – further expanding on the business benefits
· ISMS Implementation Plan in MS Project 
· Risk Treatment Plan explaining how risks will be mitigated, transferred, avoided or accepted
· Statement of Applicability (example)
· Information Security Forum approvals/minutes/initiatives

· Risk Assessment Methodology/Approach/Risk Management Strategy
· ISMS Organization – a generic structure chart showing key responsibilities, reporting lines etc.
· ISMS implementation FAQ (online) – answers to common questions about ISO27k
· Glossary of information security terms (online) – specialist information security terms 
· ISMS Implementation Guidance and Metrics – aligned with ISO/IEC 27002
· Information Security Metrics v2
· Information security awareness presentation – a basic introduction to ISO27k and ISMS concepts and key messages
· PCI-DSS to ISO27k mapping document – to help align the ISMS with PCI-DSS version 1.2
ISMS and Information Security Policies
Policy statements covering various aspects of the ISMS itself and information security.  These should ideally reference the corresponding sections of ISO/IEC 27001/2. 
· Overarching ISMS Policy (sets the framework for the whole ISMS and its policy set)

· Access Control Policy 
· Business Continuity Policy (incorporating resilience, recovery and contingency)

· Change Management and Control Policy
· Clear Desk and Clear Screen Policy

· Data Archive And Retention Policy 

· Disposal of Information/Media/Equipment Policy 

· eCommerce Security Policy 

· Email Security/Acceptable Use Policy 
· Information Classification Policy 

· Information Security Risk Assessment Policy
· Laptop Security Policy
· Malware Policy
· Mobile/Portable Computing and Teleworking Policy

· Outsourcing Security Policy
· Password Policy
· Penetration Testing Policy
· Personnel Security Policy
· Physical Security Policy
· Privacy Policy
· Software Copyright Policy
· Spam Policy
· System/data Backup and Recovery Policy
· System Usage Monitoring Policy
· Third Party Access Policy
Note: the Open Directory Project has links to many more example security policies
Baseline Technical Security Standards
Standards laying out the minimum acceptable levels of security by defining configurations or parameters for various technical platforms [the details are bound to vary between organizations, and should reflect the specific security policies and risks of concern].
· Application servers 

· Databases (e.g. Oracle, DB2, Sybase, Access ...) 

· DCS (Distributed Control Systems) and SCADA (Supervisory Control And Data Acquisition) 

· Desktops/workstations, laptops/portables, PDAs 

· Development and test systems (laying out the key differences to production systems)
· DMZ (Internet-exposed systems and devices installed in the De-Militarized Zone)
· Firewalls, routers, switches and other network devices

· Mainframes and minicomputers 
· Networks, wired and wireless (LAN and WAN, WiFi etc.), plus remote network access

· Operating systems (e.g. Windows XP, Windows 7, various UNIX, MVS etc.) 
· Physical and environmental protection
· Telephones including PBX, VoIP and cellphones, plus FAXes, videoconferencing etc.

· Third party systems used or installed on-site, and/or connected remotely via the networks
Note: while we have not (yet!) provided any baseline security standards in the ISO27k Toolkit, potential models or starting points at least are available from the operating system and hardware vendors themselves, the excellent Center for Internet Security, the NIST SP800 series and several other sources.  Google is your friend.

Information Security-related Procedures and Guidelines
Guides to the processes involved in implementing, using and managing various information security controls.
· Compliance Assessment and Audit Procedures e.g. CISCO router security audit procedure
· Data Backup and Restoration Procedure 

· Data Archival Procedure

· Digital Forensics Procedure (plus forms for recording evidence, chain of custody etc.)
· FMEA (Failure Modes and Effects Analysis) Risk Analysis Spreadsheet
· Information Asset Valuation Guideline 

· Information Asset Valuation Matrices 

· Information Security Awareness Materials
· Information Security Risk Analysis Spreadsheet
· Log Management and Review Procedure

· Logical Access Rights Review and Maintenance Procedure
· Network Security Procedures
· People Asset Valuation Guideline 

· Physical Information Asset Valuation Guideline 

· Security Administration Procedures 

· Security Incident Reporting Procedure

· Security Patching and Technical Vulnerability Management Procedure 

· System Hardening Procedures
· System Security Testing Procedure

Management System Procedures and Guidelines
Guides to the processes involved in managing the ISMS as a whole.

· Corrective Action Procedure 

· Corrective/Preventive Action Form
· Document and Record Control Procedure 
· Exemptions Procedure
· ISMS Auditing Guideline and reporting template
· ISMS Internal Audit Procedure 

· Preventive Action Procedure
Information Security-related Job Descriptions

Rôles and responsibilities, competencies etc. for jobs associated with the ISMS.  See also the ISMS Organization listed earlier.
· Contingency Planning and Disaster Recovery rôles and responsibilities
· General employees – rôles and responsibilities are often documented in the form of a “Code of Practice” or “Acceptable Use Policies” (which are actually guidelines), typically forming part of the “Employee Handbook” or similar, and ideally these are formally noted and mandated by employment contracts

· Information Security Manager with overall responsibility for running the ISMS
· Information Asset Management rôles and responsibilities

· Information Asset Owner, personally accountable for adequately protecting “their” information assets 

· Information Security Analyst

· Information Security Architect 

· Information Security Officer

· Information Security Tester 

· ISMS and/or IT Auditor 

· Security Administrator

· Third parties (various)
ISMS Operational Artifacts
Formal records generated as a result of operating the ISMS.
· Business Continuity Plans (business continuity focused) and Test/Exercise Reports 

· Business Impact Assessment Checklist and Reports
· Data Restoration Form to record details when someone needs data restored from backups
· IT Disaster Recovery Plans (focused on IT service restoration) and  DR Exercise Reports
· Information Security Incident Report Forms and Reports on Significant Incidents
· Review of Solution Design and Architecture Checklist (for software development)
· Threat and Vulnerability Checklists/Questionnaires and Reports 

ISMS Registers
Lists or databases of items within the ISMS and information assets.
· Backup and Archive Register (details of tapes/disks, dates, types of backup, scope of backup - possibly automated)

· Business Continuity Plan Register (details of all BCPs showing status, ownership, scope, when last exercised etc.)
· Information Asset Inventory/Register/Database
· Information Security Risk Register (or spreadsheet, database or list)
· Information Security Incident Register (may be held within or generated by the IT Help/Service Desk call-logging system)

· Privilege/Administrator Access and Authorization List (details and authorizations for privileged user IDs and access to various ‘control bypass’ functions)
· Software License Register (supplier, type of license, license conditions/restrictions, owner/manager of vendor relationship)

· Standard Desktop Software List (catalog of approved desktop software)

· System Patch and Antivirus Status Register (likely to be largely automated)

· Third Party Access and Connection Register (showing security information about the links, third parties, contractual information security terms etc.)
Notes

The above items, if required by your organization, need to be drafted and reviewed by suitable people, then (for formal documents such as policies at least) approved by management. All versions must be controlled as per ISO/IEC 27001 section 4.3.2 e.g. by ensuring that all approved/current items are uploaded to a controlled area of the corporate intranet, with any superseded versions being removed from that area to an archive at the same time.  
Evidence of the approval status for the documents (e.g. committee minutes, approval signatures etc.) should be retained by the Information Security Manager, Compliance Officer or equivalent for audit purposes.  
All these ISMS documents should be reviewed and if necessary updated every year or two, being careful to update any cross-references.  Don’t forget, an effective ISMS is always improving!
References 

ISO/IEC 27000:2009 (free!) gives an introduction and overview to the whole suite of ISO27k standards and defines the specialist terms in a glossary.

ISO/IEC 27001:2005 is the definitive specification for an ISMS.
ISO/IEC 27002:2005 offers a delicious menu of information security controls.
ISO/IEC 27003:2010 advises those implementing ISO27k.
ISO/IEC 27004:2009 proposes a rather bureaucratic scheme for information security metrics.
ISO/IEC 27005:2008 provides general advice on assessing information security risks.  
ISO/IEC 27006:2007 is for accredited bodies certifying ISMSs compliant with ISO/IEC 27001.
ISO/IEC 27011:2008 is ISMS implementation guidance for telecoms organizations.
ISO/IEC 27031:2011 is an ICT-focused standard on business continuity.
ISO/IEC 27033-1:2009 is the first part of a multipart network security standard.

ISO 27799:2008 is ISMS implementation guidance for healthcare organizations.

ISO27001security.com offers general advice and guidance on implementing the ISO27k standards, and news on the standards themselves.  If you are actually using the standards, please join the ISO27k Forum to swap notes with over 2,200 professional peers from around the globe and contribute to the continued development of this Toolkit.
Document change record

17th Sept 2007: version 1 released on www.ISO27001security.com.  Based on a suggestion and initial list from BalaMurugan Rajagopal, supplemented by inputs from various members of the ISO27k Forum.  We set up a collaborative project to create and collate the content.
10th Nov 2007: version 2 has notes on the documentation requirements specified in ISO/IEC 27001 and hyperlinks to the sample documents available on www.ISO27001security.com.

12th Nov 2007: version 2.1 includes BCP/DR test report records (thanks Shankar).

29th March 2008: version 3 includes an ISMS Auditing Guideline (thanks all) and Outsourcing Security Policy (thanks Aaron).  Added brief introductions to each section of the checklist and turned the bullet points to checkboxes.
18th May 2008: version 3.1 links to example high level policy and scope statements (thanks K. Faisal Javed).  Various other links updated.
20th August 2008: version 3.2 with links to additional free sample materials provided online.

16th January 2009: version 3.3 includes a paper detailing the ISMS documents explicitly required by ISO/IEC 27001, plus others that it implies are needed.

23rd January 2009: version 3.4 with updated ISO27k implementation and certification process diagrams.

1st March 2009: version 3.5 with updated information security metrics examples.

24th April 2009: version 3.6 with an additional certification process overview contributed by Howard Smith.

16th June 2009: version 3.7 included a corrective/preventive action process flowchart and form, plus a classification matrix from Richard, plus an ISMS internal audit findings template from Thomas (thanks both).  Also linked to the online ISO27k FAQ and provided editable MS Word documents in place of most of the PDFs to make them easier to adapt and recycle (within the terms of the copyright agreement, please).  Added a generic job description for the Information Security Manager.
11th September 2009: version 3.8 incorporates a set of information asset classification guidelines contributed by Mohan Kamat (thanks!).  Re-sorted some items.  Shortened the descriptions for items where an example document is available (simply click the links to find out what they are!).
8th March 2010: version 3.9 includes a mapping between PCI-DSS and ISO27k and a security awareness presentation designed to introduce the ISMS implementation project and put the ISMS in context.  Both items kindly donated by Mohan Kamat.
20th September 2010: version 4.0 includes a generic ISMS implementation project plan in MS Project, contributed to the Toolkit by Marty Carter (thanks Marty Carter!).

9th December 2010: version 4.1 includes donor text for an email introducing the ISMS implementation project to managers (thanks again Marty!).
3rd March 2011: version 4.2 includes management report and executive summary templates for an ISO27k gap analysis (thanks yet again Marty!).

3rd June 2011: version 4.3 incorporates a ‘gap analysis’ spreadsheet to record the status of the management system and information security controls (thanks Bala and Joel).

8th September 2011: version 4.4 includes a data restoration form (thanks Vladimir from Croatia).  Updated the references section to show recently released ISO27k standards.
An appeal for further toolkit contributions
Comments, queries and improvement suggestions (especially improvement suggestions and additional documents for the Toolkit!) are welcome either via the ISO27k Forum or direct to the Forum administrator Gary@isect.com.   
The ISO27k Toolkit is the result of an ongoing collaborative project involving numerous ISO27k users contributing materials for the benefit of the international ISO27k user community.  If you find the Toolkit valuable, we don’t ask for payment but invite you to contribute to its continued development, for instance by submitting template documents that you have created and used in the course of your ISMS implementation.  Share and share alike!
On behalf of the entire global community of Toolkit users, thank you to those kind souls who have given as well as taken.
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