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Introduction

Most of the metrics pages that follow were originally documented in a metrics workshop held by
ISACA in Wellington, New Zealand. Subsequently they have been updated with further ideas from a
presentation/tutorial by Dan Geer, the book by Andrew Jaquith, and continued head-scratching by

Gary Hinson.

Scope

The metrics outlined below are merely examples or suggestions of information security metrics that we
believe are both pragmatic and useful. They are sorted according to the most relevant sections of
ISO/IEC 27002, partly because we feel it is appropriate to aim for coverage of all sections.

Purpose

This document is meant to help those who are implementing or have implemented the ISO/IEC 27000-
series information security management standards, or indeed any organization that wants to improve
its management of information security, to think up useful information security metrics. Like the
ISO/IEC standards, it is generic and needs to be tailored to each organization’s specific requirements.
The metrics described here are merely examples to illustrate how various kinds of information security
objective can be measured in order to drive systematic security improvements. The metrics you
actually need are determined by factors such as existing metrics practices; the availability and cost of
collecting and analyzing additional measurement data; your security objectives and priorities; the
maturity of your Information Security Management System; and so forth. All we ask in return is that if
you find this paper useful, and especially if you design additional worthwhile information security
metrics, you share your ideas with others, ideally via the ISO27k Implementers' Forum.

Copyright

This work is copyright © 2009, 1SO27k Implementers' Forum, some rights reserved. It is
SOME RITecece ey licensed under the Creative Commons Attribution-Noncommercial-Share Alike 3.0

License. You are welcome to reproduce, circulate, use and create derivative works from
this provided that (a) it is not sold or incorporated into a commercial product, (b) it is properly attributed
to the 1SO27k implementers’ forum (www.ISO27001security.com) and the original authors and
contributors identified in the introduction, and (c) derivative works are shared under essentially the
same open terms as this.



http://creativecommons.org/licenses/by-nc-sa/�
http://www.iso27001security.com/�
http://www.isaca-wellington.org/
http://geer.tinho.net/measuringsecurity.tutorial.pdf
http://astore.amazon.com/wwwnoticeborc-20/detail/0321349989
mailto:gary@isect.com?subject=Sample%20infosec%20metrics
http://groups.google.com/group/iso27001security
http://groups.google.com/group/iso27001security
http://creativecommons.org/licenses/by-nc-sa/3.0/
http://creativecommons.org/licenses/by-nc-sa/3.0/
http://www.iso27001security.com/

Title/name of metric

1AV & expssure

Primary customer

Executives

Information source/s

AP Andlljéeé

How calculated

oum of reastc worst-case wpact costs for Al
unmit ‘IOAT ed wmtowrmation securt Y rMes Aga‘mé‘r ertizal
Wt ormation systems

Frequency

Annual

Rationale for
measuring this

Althaugh 1t 16 wevitable that wt 4l wtsrmation
secunty rsks can be 'Fullnj mhigated, the value o+
unmitigated reks wndicates the extent to which the
ﬂ‘gamm’r'mn remans expssed.

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt
4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt
6 Information security 10 Comms/Ops mgmt 14 Continuity mgmt
governance

11 Access control 15 Compliance

7 Asset mgmt

Nature of metric

Objective / Subjective / Semi
Absolute / Relative (trend) / Semi

Confidentiality / Integrity / Availability

Leading / Lagging / Semi
Soft / Hard / Semi

Alternative metrics

considered
Wuble—mun‘hng zolld be an ssue  unless rn’rem’rml
exposures  are ratunalized. “eealistic worst case
Notes | Wmpact 20614" wolld need to be detwed a6 a rdhmj

matter unless 4l values are ’mdaranden‘rluj Assessed
and normalized Le.g by Finance o isK Management?.




Title/name of metric

intormation security afﬁmam;nj

Primary customer

Executives

Information source/s

expendrture €rom Fwnance; wadents rom telp vesk

How calculated

Estimated total cost +f securty wadents sut-ftered
n vear / total é&éul’"l'hj expenditure n vear

Frequency

Annual

Rationale for
measuring this

it 1% reasoable €or manasement 1o expest woreased
expenditure o wntormation securty 14 reduce the zo5t5
AéTMA“lj neurred by ee.aw"rhj meidents, and Vice versa.

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt
6 Information

- 10 Comms/Ops mgmt 14 Continuity mgmt
security governance

7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

_ _ _ Objective / Subjective / Semi
Leading / Lagging / Semi

_ Absolute / Relative (trend) / Semi
Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

Notes

Netther the wzident nor the security co5ts are easy
to measure Aﬁum’relg but 20 long as the ground rules
are established Le.s. blj Finance? and reman consrstent
wear-to-vear, 1t should ve possle €or management ts
Men‘r‘n“uj the lnkage between Aseretionary  securty
expenditure and non-diseretionary security lp55e5.




Title/name of metric

Zustomer é&éW"l'hj wrhwhmﬂm Index

Primary customer

ceneral manaser 1t epusiness funstion

Information source/s

Zustomer survey

How calculated

SuUrvey using % ranges and K? ndizatore Agmné‘r
rradefarm‘mad eMtenria Le.g. use. st anhvirus?

Frequency

Annuial

Rationale for
measuring this

customer weecurhes zolld wtroduce viruses, create
data wteqrity provlems  and  result w unauthorized
decosure o€ wCormatun at€ezting the srgamzation.
Less wrh’le‘r‘lm‘red/eeéur"rhj aware customers are ['IK&llj
1o have less effestive security contris.

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt

7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

i . ) Objective / Subjective / Semi
Leading / Lagging / Semi

Soft / Hard / Semi

Absolute / Relative (trend) / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

ceneral security survews (oot ereé'r(:‘w ts customers)

Notes

Might be wteresting o compare the ‘zustomer securty
sopmstication wdex ts the number o+f  erusiness
security wodents that appear 1o result €rom customer
eepu/"rhj 145Ue5.

it the survey  questupnaire 16 reviewed/wpdated
annually, new reks coud ve reflested.

éeéuf"l'hj awareness actwities Tm‘ge‘red at customers
should Mhmabhj mprove This ndex.




Title/name of metric

ée;umhj cearance lag

Primary customer

te- Manager, intormation secsurty Manager, £12

Information source/s

te enje‘rem

How calculated

Average  *wirking dave  between  approva st
apppntment  and 6&&“/"11‘13 Zearance bewng granted o
dened o new emplovees during the repsrting period

Frequency

Measured and repsrted quarterly

Rationale for
measuring this

i€ emplovees are appomted “pending full dearance™, the
linger 1t takes 1o zomplete the police checks the
greater the expsoure to fraud, thett o sther zrimnal
acts by unsurt able amrlmjeae.

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt
6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
J Absolute / Relative (trend) / Semi

Soft / Hard / Semi _ o _ o
Confidentiality / Integrity / Availability

Alternative metrics
considered

*aw\rlmjeee rr‘a—élem‘ad/*arrm‘red without Zlearanze

Notes

Might be wteresting ts brea<down o Amlujza the.
frgures accordng 1o the nature o€ >t rde Leqg
appontments  to nghly  respansible  positions  require
express Cearanze?.

Process delmje mtside the o ganeation’s control will
heavily wtluence this  metriz, Athough  process
improvements mav) halr.




Title/name of metric

éeéum'hj roles and r‘eérméwﬂmeé

Primary customer

te. Vwrecstor

Information source/s

e and Proczurement = data €romm contractual review

How calculated

% st workers whose security responsiiities have been
adequately

LA? determined

2 fully  spesitied wm o employment s service
contracts, >ovirde descrvtons, procedures etz

Frequency

é wmn‘rhllj

Rationale for
measuring this

€ security 16 truly “evervbsdys respmevility’, then 1t
gt 1o e properly spestied and  Ascumented w
everybsdys emplmment o service coptracts, H>dvirde
deserptions, procedures etz

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt

6 Information security 10 Comms/Ops mgmt 14 Continuity mgmt
governance

7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

) . i Objective / Subjective / Semi
Leading / Lagging / Semi

_ Absolute / Relative (trend) / Semi
Soft/ Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

Notes

A breakdmwn o+f the ﬁgume by department may help
stimulate mprovements ...




Title/name of metric

Access to contrilled taslhhes

Primary customer

Facilities management, £12

Information source/s

Card access control éljé'r&m ldge

How calculated

Yunsuccesstul /1 ¥ouccesstul access attempts ts
controlled areas

Frequency

Wﬂl-j collectn, anhhj repsrting

Rationale for
measuring this

€ pesle  are ‘ratthng  the dorloss,  attempting
access to contrdled areas, the ndicates a lax
athtude towards rhljé'léﬂl éeéuf"l’hj.

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
971 La0dind Absolute / Relative (trend) / Semi

Soft / Hard / Semi _ o _ o
Confidentiality / Integrity / Availability

Alternative metrics

eeports € unauthorized wisrtors

considered
Further Anﬂ[ljé'lé 1€ faled accesses may ndicate
euje‘rema‘r'm 155Ues sUh as radrle not hav’mg the zorrect
Access mgh‘fe, using shared cards etz
Notes

choauld e coupled with AM:?@'I& o€ successtul accesses
To secure areas Leg contirming that 4l who access
the area should wm €acst have that level st azcess?.




Title/name of metric

Netwark éﬂrﬂéﬁ'lj

Primary customer

YAV,

Information source/s

Vser M‘hv]‘hj 5 audt lﬂgéj. #1055 1T H—elr/ée,/‘vve PesK
reportss  Transaztim lage; previous  Trends; ;Inm\ge
requests; statutory sbhgations

How calculated

Vsed / Available network capact Y X o%

Frequency

Wﬂllj czollection, Wn’rhlnj reporting

Rationale for
measuring this

ensure  avalability 1t suttrizient petwork capacrty 1o
meet zurrent business demands (with trends Alﬂdlljé'lé
for future prodections?

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt

7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi
Leading / Lagging / Semi :

Soft / Hard / Semi

Absolute / Relative (trend) / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

éaradrr Y 1€ network  zompecstuns o essential web
servers.

+ Mmed/r‘egw‘rer‘ed web services users.
¥ Faled/cuccesstul web services l/gm attempts.

SLA stahehice ‘£ web services are sutsourzed.

Notes

Presentation  using “h'lghaéf—mean*ldwaé’r" bars, with
commentary o any é@mﬁmn‘r changes “rom the norm.




Title/name of metric

intormation security rek mitigation

Primary customer

YAV,

Information source/s

élrmnge management enje‘rem, vulnemb‘ll‘rhj tests 2tz

How calculated

% of ortical business apphzations that are:

L eunning on €ully pathed and hardened systems
Fully physizally secured
Fully riek assessed

Fully security tested and certitied

ALEEE T

Fulluj supported by baskups and recovery plane

Frequency

@um"rer‘luj

Rationale for
measuring this

These mgh—lavel metrize wdizate the extent ts whizh
mportant  drivers st system securty are  being
achieved practice

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt

6 Information security 10 Comms/Ops mgmt 14 Continuity mgmt
governance

7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

) . i Objective / Subjective / Semi
Leading / Lagging / Semi

_ Absolute / Relative (trend) / Semi
Soft/ Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

Notes

“Fully” zould perhaps be detined €or each part o€ ths
metriz to mean “As 6ra.m‘:1ad n the relevant polices,
SLAs, contracts o system sezurty ereé'r(:‘lm‘r‘wne”




Title/name of metric

Fmvﬂeged users

Primary customer

intormation Asset owners

Information source/s

T

How calculated

Proportion st r/"lv‘lleged user 1045 per ertizal arrlwm’rw
euje‘rem

Frequency

aum‘ra/‘llj

Rationale for
measuring this

Privileged users have rights that allsw them s sverrule
security eontrols  that Arrlnj ts W‘mnmlj/nmfrmvﬂeged
users.  eringing this 'ﬁgura under zontrol zontrbutes
to securing the systems by redusing spportunhes €or
abuse.

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt
6 Information security 10 Comms/Ops mgmt 14 Continuity mgmt
governance

11 Access control 15 Compliance

7 Asset mgmt

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
=eadiid gging Absolute / Relative (trend) / Semi

Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

Notes

it 16 feasble € management 1o set a target
proportion €or Al systems, and 1o rank systems by the
proportions achieved w prastice w oorder o stmdlate
improvement of the worst,




Title/name of metric

ijMH data 4MA|'|TIj

Primary customer

Senr mamgamen‘r Team

Information source/s

ijmll Aatabase. ldge and system Amnge records

How calculated

(¥exceptions and  correctons  processed Auring the
pervd LeSZ Heg‘l‘hma‘re Aata éhangeﬁ /! ¥rezords n
the database x (0o0%

Frequency

WeeKlnj collection aum‘fer‘lnj reporting

Rationale for
measuring this

Measures data ntegrity € alures Leompleteness,
ACEUC ALY timeliness? n an wmmm Aatabase. where
the zonsequences s€ data errors may ve sgnficant

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt
6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
g Absolute / Relative (trend) / Semi

Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

Valmjed updates 1o rerwnmel records

Notes

Some. pardl data dnanges are wore signfizant than
sthers but this metriz simply counts the number st
data corrections to assess the ALEN A level. metter
auntomated o manual data entry controls should reduce
the number +f errors having to be corvested.

The same metriz can be Arrhed T4 am Aatabase, erfP
o similar 6ljé’ram, and compared between éljé’f'&yné.




Title/name of metric

Zode. Mmrlexrhj

Primary customer

YAV

Information source/s

Mzl abe éljélma‘r v statistice  from develarmem‘r
enwronments

How calculated

( / Melabe éljéldm&l'hé f]gw‘e

Frequency

once per develdred enﬂe‘rem

Rationale for
measuring this

Complexity 16 the enemy st securty, 40 redusing
Mmrlex'mj (o werease thise wmetris? 6 a worthwhile
eepu/"rhj gml

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt
6 Information security 10 Comms/Ops mgmt 14 Continuity mgmt
governance

11 Access control 15 Compliance

7 Asset mgmt

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
=easind 9919 Absolute / Relative (trend) / Semi

Soft / Hard / Semi _ . _ o
Confidentiality / Integrity / Availability

Alternative metrics
considered

7 lnes o€ code squared La less sophetizated
measure o€ zode complexity)

Notes




Title/name of metric

Proportion st security nsidents

Primary customer

intormation cezurty Manager, £10, LED § oard

Information source/s

IT telp/zervice VesK zall lbgging ¢ Trasking svystem,

How calculated

#’ewum’ruﬂ wmedents  / Fal wadents repsted
/‘erm"‘r'mg period

Frequency

WeeKly LiaM, Monthly L2107, quarterly Lceo ¢ woard?

Rationale for
measuring this

Ve would expest securty awareness actwities 1o drive
up the repsrting st securty madents

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
J Absolute / Relative (trend) / Semi

Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

other security awareness wetrize e.q proportun of
emploees that have zompleted some form o€ seczurity
awareness tramng during the perisd, o have signed
thew  acceptance ot security poicies and  related
Jlﬂhga‘f Wns.

Notes

Wolld require  care 1o ensure that ee&um‘hj—r‘ala‘red
wedents are mwa/rlg cateqorized by The telp vesk.
Voes nwt take accomt o€ the hffering severity st
éeéuf"l’hj 2\ dents.




Title/name of metric

Wuﬂe since A serous é&éul’"l'hj wmadent

Primary customer

entire worKtorze Loecurity awareness?

Information source/s

T H-elr/ée/‘vwe vesK adent [Jgé

How calculated

Ydays snce an wtsrmation security nadent Sudged
buj mamgamenf ts have czaused “serus” business impazt

Frequency

Wﬂllj sillection and reporting

Rationale for
measuring this

Mosdern analoque € the Jd “‘Vays ownce a lost time
M'Fe‘hj wadent” bosards sutside €actores

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt
6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
J Absolute / Relative (trend) / Semi

Soft / Hard / Semi _ - _ o
Confidentiality / Integrity / Availability

Alternative metrics

‘Gecurty  status” o “mok level” (hsth  subestive

considered | ss5e55ments?
“erims may have 1o be detined ﬁr‘malluj, perhaps
U4 example wadents o zoste that would trigger a
Notes

reset +€ the day count.

The metriz zould be reported by business unt.




Title/name of metric

Lordinated pusiness am‘mm’rg Plans

Primary customer

éeéw"'l'rlj management § executives

Information source/s

All business umts o contingensy planning ‘“unztion

How calculated

Zount pumber o€ B2Ps that have been signed s
denste review and acceptance by the heads € 4l
relevant business tunstions woked n the rlane

Frequency

cllest § report quarterly w vear 1, then halft-yearly w
vear 2, then AVMMﬂ“lj Las contmurty processes mature?

Rationale for
measuring this

pusiness contimrty plans €or any department typzally
call upon sther departments Leq 117 but zosrdination
o€ plans between departments 16 ot automatizally
guaranteed.  This metriz chesls that plans have been
comdnated with and accepted by dl  the business
functions they wmvike.

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt

8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt
6 Information security 10 Comms/Ops mgmt 14 Continuity mgmt
governance

11 Access control 15 Compliance

7 Asset mgmt

Nature of metric

Objective / Subjective / Semi*

Leading / Lagging / Semi
J Absolute / Relative (trend) / Semi

Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

Number +f 2£P5 éuéé&éé‘\(:bi“lj tested/exersised

Notes

& The metriz tteelf 16 spestive but the degree 1o
whizh s\gnatories review and approve the rlane mavy vary




Title/name of metric

PUSINess fesmely mj;la time

Primary customer

éeéw"'l'hj management § executives

Information source/s

ve and business Mn‘r'mu'rhj tests

How calculated

Measure/estimate time from start o restoration
(measured Trom the wwvocaton o€ 2 deaster? to
speration +€ recovered critizal business processes,
(Measured at the pont the reczovered processes are
s\gned-s€€ by the business customers as recovered)

Frequency

Clillest at each ve/ecp test

Rationale for
measuring this

ertizal business funztions, by detwrtion, o5t money
€ as long a5 ‘Hne,lj are woperable, 50 minimizing this
Time. 16 a worthwhile 404l € VB and BLF.

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt
6 Information security 10 Comms/Ops mgmt 14 Continuity mgmt
governance
11 Access control 15 Compliance

7 Asset mgmt

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
J Absolute / Relative (trend) / Semi

Soft / Hard / Semi _ - _ o
Confidentiality / Integrity / Availability

Alternative metrics
considered

Notes




Title/name of metric

Persoal device é&éW"l'hj

Primary customer

éeéw"'l'rlj manager / committee

Information source/s

T H—alr/éerv'me VesK wadent l&g + autsmated syotem
ldge Leg antwirus and anhispyware l&ge?

How calculated

*+ st security wadents / # persmal devices x loo%

Frequency

Zollest daly peport monthly o0 quarteriy

Rationale for
measuring this

Monitor  security risks 1o peromal devices (PUAs,
laptops, movle phones o120 that sften €all sutsrde the
purview o€ the information  Securty  Management
custem, vet zarry sensitve ¢ valuable data. dentity
eduzation/ awareness ’rm‘gm‘é and éaéum’ruj 1%5Ues.
Ensure rdhmj compliance.

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt
6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

_ _ _ Objective / Subjective / Semi
Leading / Lagging / Semi

Soft / Hard / Semi

Absolute / Relative (trend) / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

Automated Mmrlm;we fheKs using autsmated zontrols
e.4 antwirus, security Mw(:’lgumf’wn heKers

Notes




Title/name of metric

web abuse

Primary customer

te Varm“rmen‘r

Information source/s

interpet 'ﬁl‘rerﬁng sottware

How calculated

Yon-acceptable sites / ¥acceptable ortes accessed or
attempted access during the period

Frequency

Collested Amlnj, reported wmn‘fhhj

Rationale for
measuring this

Fd['lélj comphanze  \osue: amrlmjaee acces5mg  Lor
attempting to access? “unacceptavle” sites werease the
poosiility 1t maware wfecstims, data theft,
prosecution €or porn § unhzensed ssttware etz

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt
6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

i . ) Objective / Subjective / Semi
Leading / Lagging / Semi

) Absolute / Relative (trend) / Semi
Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

éeramfaluj measure and repot suzcesstul vs blaKed
Accesses T4 um&;er’mble s1tes.

Notes

cold  be  repsted by department ts  department
MANAALL S5 Alldwmg bem;hmm‘mng 2ompAMSons.

Assumes “acceptanlity’ of websites has veen defined
o phicy  and  web  filtering  ssftware  zonfigured
Mﬁf‘d’mglg. Alss asoumes tor and smilar proxy sites
are. bloKed Leolld ueeﬁill:j be monrtored tos9.

Metriz should ymprove with user awareness Tramng and
follow-up actities by management.




[Blank form to use in your own metrics workshop!]

Title/name of metric

Primary customer

Information source/s

How calculated

Frequency

Rationale for
measuring this

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt
6 Information security 10 Comms/Ops mgmt 14 Continuity mgmt
governance

11 Access control 15 Compliance

7 Asset mgmt

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi _ _
Absolute / Relative (trend) / Semi

Soft / Hard / Semi _ o _ o
Confidentiality / Integrity / Availability

Alternative metrics
considered

Notes
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