Title/name of metric

conrdinated Business énn’rmm‘hj Plans

Primary customer

éepu/"rhj management ¢ executives

Information source/s

All business umts o Mm‘r‘mgamaj rlann'mg “unstion

How calculated

Zownt pumber o€ BLPs that have been siqned 1o
denste review and acceptance by the heads € all
relevant business Cunstions wvoked w the plans

Frequency

cllect § report quarterly m vear 1, then hal’(:—ljem‘[lj "
wear 2z, then AVIIAMA“U Las conhwnty processes mature?

Rationale for
measuring this

pusiness continirty plans €or any department typizally
call wpon sther departments Leq 117 but zosrdipation
tf plans between departwents 1o not automahizally
guaranteed.  This metric checls that plans have been
comdnated with and accepted by dll  the business
Cunctions Thelj nvoKe.

Relevant section/s
of ISO/IEC 27002

Main Subsidiary

4 Risk mgmt

8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt
6 Information security 10 Comms/Ops mgmt 14 Continuity mgmt
governance

11 Access control 15 Compliance

7 Asset mgmt

Nature of metric

Objective / Subjective / Semi*
Absolute / Relative (trend) / Semi

Confidentiality / Integrity / Availability

Leading / Lagging / Semi
Soft / Hard / Semi

Alternative metrics
considered

Number +£ B£LFs euweeﬂ‘:ullg tested/exersised

Notes

& The metrz 1teelf 16 spestive but the degree 1o
which signatores review and approve the plans may vary




Title/name of metric

Persoal device é&éW"l'hj

Primary customer

éeéw"'l'rlj manager / committee

Information source/s

T H—alr/éerv'me VesK wadent l&g + autsmated syotem
ldge Leg antwirus and anhispyware l&ge?

How calculated

*+ st security wadents / # persmal devices x loo%

Frequency

Zollest daly peport monthly o0 quarteriy

Rationale for
measuring this

Monitor  security risks 1o peromal devices (PUAs,
laptops, movle phones o120 that sften €all sutsrde the
purview o€ the information  Securty  Management
custem, vet zarry sensitve ¢ valuable data. dentity
eduzation/ awareness ’rm‘gm‘é and éaéum’ruj 1%5Ues.
Ensure rdhmj compliance.

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

_ _ _ Objective / Subjective / Semi
Leading / Lagging / Semi

Soft / Hard / Semi

Absolute / Relative (trend) / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

Automated Mmrlm;we fheKs using autsmated zontrols
e.4 antwirus, security Mw(:’lgumf’wn heKers

Notes




Title/name of metric

ijMH data 4MA|'|TIj

Primary customer

Senr mamgamen‘r Team

Information source/s

ijmll Aatabase. ldge and system Amnge records

How calculated

(¥exceptions and  correctuns  processed Auring the
rervd Le<Z Heg‘l‘r‘lma‘re Aata phzmgee? /! ¥records n
the database x 0o%

Frequency

WeeKlnj collection aum‘fer‘lnj reporting

Rationale for
measuring this

Measures data ntegrity € alures Leompleteness,
ACEUC ALY timeliness? n an Wrm"‘fan‘f Aatabase. where
the zonsequences s€ data errors may ve sgnficant

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
g Absolute / Relative (trend) / Semi

Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

Valmjed updates 1o rerwnmel records

Notes

Some. pardl data dnanges are wore signfizant than
sthers but this metriz simply counts the number st
data corrections to assess the ALENN A2 level. wetter
auntomated o manual data entry controls should reduce
the number +f errors having to be corvested.

The same metriz can be Arrhed T4 am Aatabase, erfP
o similar 6ljé’ram, and compared between éljé’f'&yné.




Title/name of metric

Vﬂljé since A serus éeéW‘ﬁ'lj wmadent

Primary customer

entire worKtorze Loecurity awareness?

Information source/s

T H'elr/éer‘vwe vesK adent ldge

How calculated

Ydays snce an wtsrmation security nodent Sudged
buj mamgamen‘r t9 have czaused “servus” business impazt

Frequency

Wﬂ(-j sollection and reporting

Rationale for
measuring this

Modern analoque 1€ the Jdd "‘Vays once 4 lsst Time
éﬂ‘f:&‘hj wadent” bosards sutsde actomes

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt
6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi
Absolute / Relative (trend) / Semi
Confidentiality / Integrity / Availability

Leading / Lagging / Semi
Soft / Hard / Semi

Alternative metrics

‘cecurtty  status” o MoK level” (hsth  supdestive

considered | ys5e455ments?
“Serims” may have 1o be detined ﬁ/‘mallg, perhaps
using example weadents o zo5to that would trigqer a
Notes

reset +f the day count.

The metriz czould be reported by business unt.




Title/name of metric

Netwark éﬂrﬂéﬁ'lj

Primary customer

YAV,

Information source/s

Vser M‘hv]‘hj 5 audt lﬂgéj. #1055 1T H—elr/ée,/‘vve PesK
reportss  Transaztim lage; previous  Trends; ;Inm\ge
requests; statutory sbhgations

How calculated

Vsed / Available network capact Y X o%

Frequency

Wﬂllj czollection, Wn’rhlnj reporting

Rationale for
measuring this

ensure  avalability 1t suttrizient petwork capacrty 1o
meet zurrent business demands (with trends Alﬂdlljé'lé
for future prodections?

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt

7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi
Leading / Lagging / Semi :

Soft / Hard / Semi

Absolute / Relative (trend) / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

éaradrr Y 1€ network  zompecstuns o essential web
servers.

+ Mmed/r‘egw‘rer‘ed web services users.
¥ Faled/cuccesstul web services l/gm attempts.

SLA stahehice ‘£ web services are sutsourzed.

Notes

Presentation  using “h'lghaéf—mean*ldwaé’r" bars, with
commentary o any é@mﬁmn‘r changes “rom the norm.




Title/name of metric

Zustomer é&éW"l'rlj wrh'uehmwm Index

Primary customer

seneral manager 1€ epusiness funstion

Information source/s

Zustomer survey

How calculated

Survey Uusing % ranges and Kiug wdizators Agmne’r
r/‘ede‘re/‘m’med ertera Le.ﬂ. use st antvirus?

Frequency

Annuial

Rationale for
measuring this

customer weecurties zould wtroduce viruses, csreate
data wtegrty provlems and  result w unauthorized
declooure +f wtswmaton attesting the srganzation.
Less sopmeticated/securty aware customers are hKelnj
ts have less eftestive security controls.

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt

6 _Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt

7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
g Absolute / Relative (trend) / Semi

Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

ceneral securty survevs (oot ereérﬁé ts customers?

Notes

Might be wteresting 1o compare the ‘zustomer security
sopnstication  wdex to the number of  erusiness
security wadents that appear to result €rom customer
éeéuf"l'hj 155Ues.

€ the suUrvey questupnare 14 r‘ev'lewed/urda‘red
annually, new Meks could be retlested.

éepum’rlj awareness actwities ’m/‘ge‘red at customers
shauld Vlfr'léedb[lj mprove. this index.




Title/name of metric

web abuse

Primary customer

te Varm“rmen‘r

Information source/s

interpet 'ﬁl‘rerﬁng sottware

How calculated

Yon-acceptable sites / ¥acceptable ortes accessed or
attempted access during the period

Frequency

Collested Amlnj, reported wmn‘fhhj

Rationale for
measuring this

Fd['lélj comphanze  \osue: amrlmjaee acces5mg  Lor
attempting to access? “unacceptavle” sites werease the
poosiility 1t maware wfecstims, data theft,
prosecution €or porn § unhzensed ssttware etz

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

) . ) Objective / Subjective / Semi
Leading / Lagging / Semi

) Absolute / Relative (trend) / Semi
Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

éeramfaluj measure and repot suzcesstul vs blaKed
Accesses T4 um&;er’mble s1tes.

Notes

cold  be  repsted by department ts  department
MANAALL S5 Alldwmg bem;hmm‘mng 2ompAMSons.

Assumes “acceptapihty’ o€ websites has been defined
o phicy  and  web  filtering  software  zonfigured
Mﬁf‘d’mglg. Alss asoumes tor and smilar proxy sites
are. bloKed Leolld ueeﬁill:j be monrtored too9.

Metriz should ymprove with user awareness tramng and
follow-up actities by management.




Title/name of metric

Access to contrilled taslhhes

Primary customer

Facilities management, £12

Information source/s

Card access control éljé'r&m ldge

How calculated

Yunsuccesstul /1 ¥ouccesstul access attempts ts
controlled areas

Frequency

Wﬂl-j collectn, anhhj repsrting

Rationale for
measuring this

" pesple  are ‘ratthng  the dowlocs,  attempting
access to  controled aresas, the ndicates a lax
athtude towards rhljé'léﬂl é&éuf"l“hj.

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC
5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
97 -a0dind Absolute / Relative (trend) / Semi

Soft / Hard / Semi _ o _ o
Confidentiality / Integrity / Availability

Alternative metrics

eeports € unauthorized wisrtors

considered
Further Anﬂ[ljé'lé 1€ €aled accesses may ndizate
euje‘rema‘r'w 1%5Ues sUh as radrle not Irmv’mg the zorrecst
Access mgh‘fe, using shared cards etz
Notes

choauld e coupled with AM:?@'I& o€ successtul accesses
To secure areas Leg contirming that 4l who access
the area should wm €acst have that level st azcess?.




Title/name of metric

éeéur’"l'hj fearance lag time

Primary customer

te- Manager, intormation secsurty Manager, £12

Information source/s

te enje‘rem

How calculated

Average  *wirking dave  between  approva st
apppntment  and 6&&“/"11‘13 Zearance bewng granted o
dened o new emplovees during the repsrting period

Frequency

Measured and repsrted quarterly

Rationale for
measuring this

i€ emplovees are appomted “pending full dearance™, the
linger 1t takes 1o zomplete the police checks the
greater the expsoure to fraud, the€t o sther zrimnal
acts by unsurt able amrlmjeae.

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
J Absolute / Relative (trend) / Semi

Soft / Hard / Semi _ o _ o
Confidentiality / Integrity / Availability

Alternative metrics
considered

*aw\rlmjeee rr‘a—élem‘ad/*arrm‘red without Zlearanze

Notes

Might be wteresting ts brea<down o Amlujza the.
frgures accordng 1o the nature o€ >t rde Leqg
appontments  to nghly  respansible  positions  require
express Cearanze?.

Process delmje mtside the o ganeation’s control will
heavily wtluence this  metriz, Athogh  prozess
improvements may halr.




Title/name of metric

Proportion st security nsidents

Primary customer

intormation cezurty Manager, £10, LED § oard

Information source/s

IT telp/zervice VesK zall lbgging ¢ Trasking svystem,

How calculated

#’ewum’ruﬂ wmedents  / Fal wadents repsted
/‘erm"‘r'mg period

Frequency

WeeKly LiaM, Monthly L2107, quarterly Lceo ¢ woard?

Rationale for
measuring this

Ve would expest securty awareness actwities 1o drive
up the repsrting st securty madents

Relevant section/s
of ISO/IEC 27002
Main Subsidiary

4 Risk mgmt 8 HR 12 SDLC

5 Security policy 9 Physical security 13 Incident mgmt

6 Infosec governance 10 Comms/Ops mgmt 14 Continuity mgmt
7 Asset mgmt 11 Access control 15 Compliance

Nature of metric

Objective / Subjective / Semi

Leading / Lagging / Semi
J Absolute / Relative (trend) / Semi

Soft / Hard / Semi

Confidentiality / Integrity / Availability

Alternative metrics
considered

other security awareness wetrize e.q proportun of
emploees that have zompleted some form o€ seczurity
awareness tramng during the persd, o have signed
thew  acceptance  of security policies and  related
sohgations.

Notes

Wolld require  care 1o ensure that ee&um‘hj—r‘ala‘red
wedents are mwa/rlg cateqorized by The telp vesk.
Voes nwt take accomt o€ the hffering severity st
éeéuf"l’hj 2\ dents.




