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ThisFAQisintendedto spreadusefulandaccurateinformationaboutimplemerting the ISO/IEQ7000
family of information securitymanagemensystemstandardsd & L { h Hisnjeantto helpthosewho
are implementingor planningto implement1SO27k Likethe ISO/IEGtandardsthe adviceprovided
here is genericand needsto be tailored to your specificrequirements It is most certainlynot legal

advice Pleaseseethe copyrightand acknowledgementsectionat the end for information on the
author andcontributors.
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FAQ:x ¢ Kitles of severallSO27kstandardsmention WL y F 2 NDgdhriblaggSecurity
¢ S OK Yy ADodshiareantheyarelT-a LISOA TA OK €

A:No,certainlynot! Theformaltitles simplyreflectthe originalnameof the joint ISO+ IECcommittee
that overseegheir production, namelySC27d L y F 2 ND€dhnibloggSecurity¢ S O K y Aithetizb & ¢ >
subcommitteeof JTCLG L Y T 2 NOIYS QiKAY22yE 2 3 & £

ISO/IEQJTCL/SC27 adopteda new namein 2019:it isnow & L Y F 2 Ne¥curiy,‘cybefsecurityand
privacyLINE G S.Orhen@whamewill graduallyfind its way into the standardsasthey are revised
and published.

Thescopeof the ISO27Istandardsnaturallyincludesmanyaspectsof IT but doesnot stopthere. The
introductionto ISO/IEC 2700&atesexgicitly:

aThevalue of information goesbeyondthe written words, numbersand images:

knowledge, concepts, ideas and brands are examplesof intangible forms of

information. In an interconnectedworld, information and related processes,

systems, network and personnel involved in their operation, handling and

protection are assetghat, like other important businessassetsare valuableto an

2 NH | ¥ A busitiessang €basequentlydeserveor require protection against

variousK I T I+ NR& ¢
Generallyspeaking,an 2 NH | y A Imbsii val@agl€irformation assetsbelong to businessunits,
departmentsor functionsother than IT Department ITtypicallyowns,managesandisaccountableor
protecting the sharedIT infrastructure (i.e. the main corporate IT systemsand networks providing
sharedIT servicedo the businesswhichis a substantialinformation asse in its own right. However,
in information securityterms T typicallyactsasa custodian(but not owner) for mostbusinesgiataon
the systemsand networks, including content belongingto other parts of the organizationor to
supplierscustomerspusnesspartners,salesprospects stakeholdersand other third parties.

Thisdistinctionhasimportantimplications Informationassetownersareaccountablgor ensuringhat
their information assetsare adequatelyprotected, just like other corporateassés. Whileinformation
assetownersgenerallydelegatekey responsibilitiesfor information securityto Information Security
and/or IT,they remain accountableand must ensurethat information securityis adequatelyfunded,
directed and supportedto achie\e the necessaryevel of protection. Likewise, Information Security
and IT generallyact asadvisorsand custodianswith a duty to protect the information/data placedin
their care,but they are not ultimately accountablefor most information securityincdents, breaches
andimpactsthat occurasaresultof unwiseriskmanagementecisiongsuchasunder-fundingsecurity
or acceptingisks)madeby the actualinformation assetowners.

Implementationtip: whenassessingndtreating informationrisks,focus primarily on critical business
processesand valuablebusinessinformation rather than the supportingIT systemsand data. The
modernapproachto corporategovernancemeansthat naiveor duplicitousbusinessmanagersanno
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longerblameandcowerbehindITif they makeinappropriatedecisionsor fail to actin orderto identify
and protect vital information assets However,they often need help to appreciateand fulfil their
securityobligations.

FAQ:a 2 K ScldBobtain [insertnameof any ISO27Istandard here8 K €

A: 1SO/IEQ700Q ISO/IE@7001, ISO/IE@7002and all the other publishedlSO27kstandardsmay be
purchaseddirectly from the ISOstore or from the variousnational standardsbodiesand commercial
organizations Shoparoundfor the bestdeal.

It isworth checkingor localized/nationalersiors of the standards Severahationalstandardsbodies
releasetranslatedversionsof the standardsin their locallanguages Theygoto greatlengthsto ensure
that the translationsremaintrue to the originals,althoughnaturallythis takestime.

ISO27kstandardscan be purchased as electronicdocumentsor printed hardcopies In addition to
singleuser PDFs standardsbodies may licenseelectronic versionsof the standardsfor multi-user
internal corporateuse- handyto makethe definitive standardsavailableon yourintranet.

Implementationtip: Google!

FAQ:( want to becomean1SO27kconsultant L Qo6kingfor booksor courseshat teach
ISO27k Isthere anexam®

A: Thebestreferencesourceson the ISOZk standardsare the standardghemselves in other words,
you shouldbuy andreadthe standardqseeabove. Beingstandardsthey are quite formalin stylebut
readableand useful If you are goingto implementthem, write policiesbasedupon them, consult
aroundthem etc. you will inevitablyhaveto becomevery familiar with them so buy your copiesand
start reading!

Thefollowing1SO27Istandardswell worth studying:

1 ISO/IE@Q7000introducesandgivesan overviewof the whole setof ISO27Istandardsandprovides
a glossarydefiningvariousinformation security terms specificallyasthey are usedin the contextof
the standards.

1 ISO/IE@7001formally specifieghe systemfor managingnformation security Alongwith ISO/IEC
27004 it is essentialif you intend to becomea certification auditor by takingan & L { h 27Q09 /
Lead! dzR A tiniditNgEourseoffered by varioustraining, consultancyand certificationcompanies,
and compkting the requisite number of complianceaudits under the wing of a fully-qualified
certification auditor. If you are looking to implement rather than certify compliancewith the
standard,you shouldalsostudylSO/IEC 2700@eebelow)andothers.

 ISO/IEQ7002isthe W/ 2dRtSNJ O @ prast®&standardoffering oodles of advicefor those
choosing/designingndimplementinginformation securitycontrols Thebestwayto learnISO/IEC
27002 inside-out is to use it for real, which means going all the way through one or more
implementationsfrom planningto operaions, auditing and maintenance If you have no prior
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experiencen information security,you shouldtry to find an experiencednentor or guide,or take
and L { h&x700%leadL Y LJX S Y SoyirgeS Midfessionabrganizationssuchas ISSAISFand
ISACAanhelp,alongwith the ISO27K-orum

1 ISO/IE@7005concernsthe analysisand treatment of information risksand assuchunderpinsall
the ISO27Istandards.

Youshould also be aware of the remaininglSO27kstandardsand have some familiarity with other
similar/related standardsmethods,lawsetc. (suchasPCIDS$SCOBI&ndvariousprivacylaws).

Asto becominga consultant,you are well advisedto start by buildinga solidtechnicalunderstanding
of governanceriskandcontrol conceptsandestablishig yourown expertise experiencecompetence
andhencecredibility.

Implementationtip: R 2 yfafgétto jointhe ISO27IEorum If youarestrugglingwith particularlSO27k
relatedissuesthe archiveof Forummessagesvell worth browsingor searchingd A aiG@aglegroupso
the searchfunctionworkswell),and memberscanalwaysseekfreshanswergo unique,currentissues
or challenges.

FAQ:d ! KhBre anyqualificationsfor ISO27KLINR FSaaA 2yl f aKe

A: Kindof. Otherthan the ISOand nationalstandardsd 2 R »rBc@<esor checkingand accrediting
organizationswho wish to offer W2 F ¥ dor@pliadnde €2rtification services,there is currently no
equivalentof, say,ISACAr (ISC)overseeinghe ISO27lcoursesand qualificationsin order to setand
maintain professionalstandards,insist on continuous professimal developmentand so forth. At
presentthere is nothingto stop anyoneofferingdSO27k eadL Y LJ S Y-fypetraéMgcoursesand
issuing certificates like confetti. This unfortunate situation casts doubt on the validity of Lead
Implementer certificates in particular, and potentially discredits both the organizationscurrently
offering them and the candidateswho obtain them, eventhough they may be truly excellent L (aQ &
guestionof assurancenot quality.

Thereare a number of ISO27krelated training coursesthat hand out certificatesof completionbut |
wouldnot necessarilgallthemW|j dzI f A ®rith@tibasisa®ng 3’6 S a A 3 yidylie A Rt itetm.
Thisisstill arelativelynewfield soit will inevitablytake time for the trainingandqualificationpractices
to settle down and for the most worthwhile and meaningful certification schemesto become
universallyaccepted Meanwhile,readon.

Thetwo mostcommontypesof ISO27kelateddesignationsare asfollows.

ISO/IEQ7001LeadAuditor (LA)

Theterm dLleadAdzR A wasdhaiedby training schemeshat wereinitially designedandrun internally
by accredited ISO/IEC 2700tertification bodies in order to train up their own staff to perform
certificationaudits Subsequentlyyariouspublic/commercial Atrainingcourseshaveemerged There
are at leastfour possibleroutesto someonecallingthemselvesan ISO/IEC 27001A:
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1. The highway: spend5 straight dayson a suitable officially-recognisedtraining courserun by an
officially-recognisedraining body, passthe end of courseexam,then undertakea further 35 days
of third-party certification auditsunderthe guidanceof aregisteredISO/IEC 27000A Thisroute
ispreferredbythe InternationalRegqisteiof CertificationAuditorsand,in Japan,JRCAThehighway
naturallysuitsstudentswho are employedby the accreditedcertificationbodies,sincethey canget
both the classroontrainingand on-site experiencefrom their employers.

2. The country route: complete some other form of 1SO27kaudit related training (for example
modular coursescomprisinga day or i ¢ 2tQi&ing on ISO27kplus 3 dayson auditing) then
undertakefurther ISO27kassignmentsuchasinternal ISMSaudits,ISMSrelated consultancygigs

or third party certification audits, and finally passsomeform of & 2-site skillseE | YA y | Tha 2 y ¢

countryroute maybe the bestoption for studentsnot workingfor accreditedcertificationbodies,
but maynot deliverasmuchassurance.

3. Thecrosscountry 4x4route: becomeaqualifiedandexperiencednformationsecurityprofessional
and a qualified and experiencedIT audit professionaland gain lots of realworld experienceof
designing building, implementing, managing,maintainingand advisng on 1ISO27KSMSs Most
professionalsvith more than, say,a decadeor i g 2wRrk experiencecrossingthesethree areas
haveamassedsaluableexpertise knowledgeand battle scars havingfacedmanysituationsin the
field. Someof them go on to take the highwayor the country route, while others are too busy
workingfor their clientsor sharingtheir expertisewith their employersto worry about certificates
perse

4. Thebackalleys afew studentsand consultantsallegedlyR 2 yb@ier with the hardshipof actual
training,examsand/or on-the-job experiencesimplyaddingddSO/IEQ7001[ ! (ér similar)to their
CVsandemailsignaturesand carryingon regardless..

ISO/IEQ70010r ISO/IEQR7002LeadImplementer(LI)

In responseto market demandfor help with implementingthe 1SO27kstandardsrather than just
auditing ISMSsagainstISGIEC 27001a number of IT training companies offer commerciallSO/IEC
27001 LIcourses Theseaimto give studentssome familiarity with the ISO27kstandards,and then
presumablyprovidepragmaticguidanceon how to applythemto the designandimplementationof an
ISMS.

Aswith ISGIEC27001LAsdonotrelyonaOl y R A &dimed@SWEEC 27001 | qualificationaloneif
information securityis important to you - and why elsewould you be employingthem? Skills(both
technicaland social),expetise, competenciesand experienceall vary from personto person,asdoes
trustworthiness.

Caveatemptorl If you are employing information security professionalson the basis of their
competenceand integrity, it paysto checkcarefullyinto their backgraunds Verify their claims See
ISO/IEC 2700&ection7.1.1(screeningfor sageadviceon this verypoint.

Note:ISO/IEQ7021laysout the skillsandcompetenciegxpectedof professionalsn thisfield. Training
providersare hopefully alignng their public course curriculawith the standard,hencethe course
completioncertificateswill havemore meaningandvalue.
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Implementation tip: in our consideredopinion,demonstrablehandson ISO27HSMSmplementation

and audit experiencejdeallywith more than one organizationjs by far the bestd |j dzi £ A ih®© | G A 2
field today. Nextbestwould be demonstrableconsultancyexperience helpinga number of clients
design,installandrun their ISMSspreferablyagainwith a considerableamountof handson work and

not merely advisingat a distance ThelLAand particularlythe LI certificationsvaryin credibility but
neverthelesshe coursesareavaluableintroductionfor beginnersalthoughstudentswho alreadyhave

a reasonableunderstandingof information securitymanagementconceptsare more likely to benefit

from 1SO27kspecifictraining, generalinformation securityand IT audit qualificationssuchas CISSP,
CISMand CISAandgeneralbusinessnmanagemengualificationssuchasMBAs.

Advicefor peoplewho want to becomelT auditorsin our IT audit FAQis usefulfor those planningto
becomeleadauditorsandis alsorelevantto becominganinformation securitymanagemenspecialist
sincethe fieldsare verycloselyrelated.

FAQ:G 2 K SN&anl find answerson 1ISO27kandinformationd S O dzNA { & K €

A: Besidesthe online verson of this FAQand the ISO27kstandardsthemselvesthere are several
professional/speciainterest groupsand forums (fora?)worth consideringmost of which are free or
cheapto join:

1 ACMSIGSAAssociationfor Computing Machinery- Seciallnterest Group - Security, Audit and
Gontrol). Mission: &to develop the information security profession by sponsoring fgjghlity
NBEaSINOK O2yFTSNByOSa yR ¢2NJ] akKz2lLlade

 CSAdoud Security Alliance isd (i & 8 NJeRdidgorganizationdedicatedto definingand raising
awarenes®f bestpracticesto help ensurea securecloudcomputingenvironment CSAarnesses
the subjectmatter expertiseof industrypractitioners,as®ciations,governmentsandits corporate
and individualmembersto offer cloud securityspecificresearch,education,certification, events
and products / { ! a@i@ities, knowledgeand extensivenetwork benefit the entire community
impacted by cloud - from providers and customers,to governments,entrepreneursand the
assurancendustry- andprovideaforum throughwhichdiversepartiescanwork togetherto create
andmaintainatrustedcloudS 02 48 4G SY ®¢

1 InfraGard dinfraGardis a partnership between the FBI and members of the private sector. The
InfraGard program provides a vehicle for seamless pyibii@te collaboration with government
that expedites the timely exchange of imfoation and promote mutual learning opportunities
relevant to the protection of Critical Infrastructure. With thousands of vetted members nationally,
InfraGard's membership includes business executives, entrepreneurs, military and government
officials, canputer professiona, academia and state and local law enforcement; each dedicated to
O2YyUNROGdzIAY3d AYRdzAUGUNER &LISOAFAO AyaAirakKd FyR R
1 ISACAoriginallythe Information SystemsAudit and Control Associdion). GAs a nonprofit, global
membership association for IT and information systems professionals, ISACA is committed to
providing its diverse constituency of more than 140,000 professionadlwide with the tools they
need to achieve individual and organizational success. The benefits offered through our globally
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accepted research, certifications and community collaboration result in greater trust in, and value
from, information systems.Arough more than 200 chapters established in more than 80 countries,
ISACA provides its members with education, resource sharing, advocacy, professional networking,
FYR I K2ad 2F 20KSNJ 0SySF¥Aada 2y | 201t tS@St
' (ISC)¥International Information Systems Security Certification Consortium) jsa 'y A Yy GISNY | G

YV2YLINPFAG YSYOSNEBKALI 3a20AF0A2y FT2NJ AYyTF2NXI

helping our members learn, grow and thrivélore than 140,000 certified members strong, we
empower professionals who touch every aspect of information seutite

 1SO27KForum (ISO/IEQ7000seriesstandardsdiscussiorforum). ¢ { Ay OS A da f I dzy OK
the ISO27k Forum has grown steadily into a supportive and friendly glotmehunity of over 4,000
information security professionals, most of whom are actively using the ISO/IEC-251069
standards and willing to share their queries, experience and expertise freely with offibisis a
LINF OGAGA2Yy SNDA FoMB,debaredalnipst!) every lebwdribDtipi i© trelasured and
every member valuedWe mostly discuss matters of interest and concern to those interpreting and
FLILJX @Ay3a GKS L{huT{ adGFryRIFINRa Ay NBFIf ¢2NIR

1 ISSA(Information SystemsSecurity Associatiojisd I Y2 Y LINR FAG 2 NBF YAT | GAz

security profession committed to promoting effective cyber security on a global basis: Being a
respected forum for networkingnd collaboration; Providing education and knowledge sharing at
all career lifecyclestages; Being a highly regarded voice of information security that influences
public opinion, government legislation, education and technology with objective expertie th
supports sound decisiemakingé

. OWASP (Open Web Application Security Projec) is a & ¢ 2 NI R ¢-foRo®fit gharifable
organization focused on improving the security of softwai®ur mission is to make software
security visible so that individuals and organizations are able to make informedotisci©®WASP
is in a unique position to provide impartial, practical information about AppSec to individuals,
corporations, universities, government agencies, and other organizations world@iperating as
a community of likeminded professionals, OWASPuiss software tools and knowleddeased
documentation on application security.

Implementationtip: Questionsaregood |learnalot from questions | alsolearnalot from answering
questionsand from consideringother LJS 2 L3n$Sverdfurther responsescorrections clarifications,
retrenchmentsand counterpoints Despitethe popularmantra,there aredumbquestions... but there
are alsodeceptivelysimplequestionsthat turn out to be extremelyeloquentand deeponcewe peel
backthe layersandtry to respond Whateveryourinitial state of knowledge expertiseandexperience,
actively engagingin the debate puts you on the fast track to further personaland professional
development Dojoin in. Rememberlife isnot a spectatorsport.

FAQ:d 2 K HoésW L mba@?AndwhataboutWL { hk L 9/ QK¢

A: ISQisthe shortor commonnameof the globalstandardsbodyknownin Englishasthe International
Organizationfor Standardizatim. & L {idnét strictly an abbreviationsincethe long namevariesin
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different languages it isin fact derivedfrom the Greekword isosmeaningequal Atleast,i K Iwiha& &
g S QoS

IECis the International ElectrotechnicalCommission,another international standardsbody that
cooperatesclosely with 1ISOon electrical, electronic and related technical standards Standards
developedjointly with ISOare prefixedd L { h wlthdighi practicemostusers[incorrectly]shorten
ittodL{ he o

ISO/IE@lso collaborateon somestandardswith other internationalorganisationgboth governmental
and private sector)suchasthe ITU,the InternationalTelecommunicatiotnion ThelTUis primarily a
trade bodycoordinatingtelecomsorganizationsandpracticeso enableworldwide communications It

allocatesradio frequencies,for example,to minimize co-channelinterference and encouragethe
manufactureof radio equipmentthat canbe soldandusedinternationally.

Implementationtip: we havetried to useda L {L 1 goasistentlythroughoutthis site whenreferringto
applicablestandards,but we know A Ganouthful. In casualconversation,managementreports,
securityawarenessnaterials,socialmediaetc. & L {idgéodenoughfor mostpurposes 5 2 ysQdat
the smallstuff.

FAQ:G 2 K lddiW?2 5W/3BHTS dnd tiose other acronymsprependedto draft 1SO
standardsreally Y S | y K ¢

A: Theacronymsandicatethe progressof InternationalStandardsequentiallythroughthe draftingand
approvalstages:

1. PWI=Preliminary Work Item - initial feasibilityand outline scopingactivities

2. SP=Sudy Period - preparingthe NWIP

3. NP=New Proposalor NWIPNew Work Item Proposal- the formal scopingphase,clarifyingthe

proposal*

WD =WorkingDraft (1t WD, 2¢ WDetc.) - standard contentdevelopmentd ¢ LINS LJI pNdsdil 2 NE £ ¢

CD= Gommittee Draft (1stCD,2 CDetc.)- quality control phase,addressingeditorial matters and

typoos*

6. FCD=Hnal Committee Draft - readyfor final approval(voting)*

7. DIS=Draft InternationalSandard- nearlythere, hold your breath*

8. FDIS=Hnal Draft/ Distribution InternationalSandard- just aboutreadyto publish,pinchyour nose
andcountto 100*

9. IS=InternationalSandard- published Yay

10. TR=TechnicalReport - published Seenext Q&A.

11. TS=TechnicalYecification- published Seenext Q&A.

* At severalstagesduring the standardsdevelopmentprocessnational standardsbodiesthat belong
fully to ISO/IEQITC1/SC27 are invited to vote formally on the standardsand submit comments,
particularlyto explainwhy they disapproveof anything.

a ks
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The processfrom PWIto IS normally takes between2 and 4 years (average2.8 years) giventhe

attention to detail at every stageand the need for collaborationand consensuson a global scale
e.g whena WD isissuedfor comments,representativef the national standardsbodiesthat belong
to 1ISOor IEC(knownasd a S Y a 2NIAMBAwithin ISObut & b I G XA 2VWIYTA (i NICSIS IEE)
typically have ~3 monthsto review the document,discusst amongstthemselvesand submitformal

votes and comments If the commentsare unfavourableor complex,an updated WD is normally
releasedfor a further round of comments Whendocumentshave stabilised,they are circulatedfor

voting. Any of you with experienceof getting formal documentssuchas securitypoliciesprepared,
reviewedand approvedby your managementwill surelyappreciatethe W T dzyo®edin doingthisin

aninternationalarena!

Afasttrackprocesds sometimesusedto adoptan existingnationalstandardasan1SOstandard Some
6 monthsis allowed for commentsand no more than a quarter of the votes may be negativeif the
standardisto be approved & C | isioficbursearelativeterm.

Publishedstandardsarereviewedeveryfive years,or earlierif defectreportsare submitted.

Lately the committee has taken to using CRMto mean not the obvious CustomerRelationship
Managementoh no, but CommentResolutionMeeting

FAQ:a | & frofh $hternational Standardswhat are TRsand PASsand .. .K €

A: ISOIECpublishesarangeof different typesof standards aswell ascoveringa number of different
subjects:

1 An International Standard (IS) is the most common form of ISO/IECstandard, including
product/technicalstandards test methods, W O 2 & §J8lJ O (@dodb&&ices)and management
standards AnlISa LINE @ifedy8idelinesor characteristicgor activitiesor for their results,aimed
at the achievemenbf the optimum degreeof orderin agivenO 2 y {. $/Bsiiadm to describethe
final objectivewithout prescribingthe method of getting there (althoughthey R 2 yalrieet that
aim!). Thereviewcycleis5 years(maximum).

1 A TechnicalSpecification(TS)is a standardon an immature subjectthat is still beingdeveloped,
and is not quite readyto became a full IS Feedbackis encouragedin order to drive further
developmentand lead, eventually,to the releaseof an IS Internallywithin the committee, final
draftsare calledPDTS3ProposedDraft TechnicaBpecifications.

1 ATechnicalReport(TR)is informationalin style rather than providingfirm guidance It maydraw
onsurveysandWA y T 2 NIB ILi2 andirBayaiempt to describethe W & Gof tlie$ NIn@rnally
within the committee, final drafts are calledPDTRProposedDraft TechnicalReports.

1 A Publicly Available Specification(PAS)espondsto an urgentneedto drive consensuon some
emergingtopic. Alternative and perhapsincompatibleviews may be expressedoy parallel PASs
from different expertstreams APASssupposedo bereplacedbya TSor IS,or withdrawn, within
6 years.
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1 AnlInternational Workshop Agreement(IWA) is essentiallyan alien PASproducedoutside of the
ISO/IEGvorld - for exampleby sometechnicalor industry body. It too hasa maximumlife of 6
years.

FAQ:a 2 K isrieantby W W1 3O+ TafdwhatareW?2 DQa QK €

A: Asyou might expect,an international body developingand coordinatinga vastrangeof technical
standardson a globalbasishasevolveda correspondinglyastbureaucracyto manageand sharethe

work. Member Bodies(that is, membersof 1ISO,in other words national standardsbodies)normally
participate in the development of standardsthrough Technical Committees establishedby the

respectiveorganisationto dealwith particularfields of technicalactivity. ThelSOand IECTechnical
Committees often collaborate in fields of mutual interest IT standardisationpresents unique
requirementsandchallengegiventhe paceof innovationtherefore,in 1987,1SOand IECestablisheda

JointTechnicalCommitteel SO/ECITCL with responsibilityfor IT standards.

JTCwm Qpairposeis & { G I y R NuiRHelfieldiok Bfgrmation ¢ S O K y 2wihizhd@iéy” O fthezR S a
specification designand developmentof systemsandtools dealingwith the capture,representation,
processing,security, transfer, interchange, presentation, management,organization, storage and

retrievalof A Yy T 2 NJYWhHilekh2r¢iggeneralagreementhat information securityis a supersetof IT

security, the unfortunate fact that the ISO/IECcommittee is IT specific meansthat the 1SO27k
information securitystandardsarein fact labelledI T standards.

In 1ISGspeak,d { fs& a { dz@ Y Y A (i 8C8Bigthe main (but not the only!) ISOSubCommittee
responsiblefor numerousinformation securitystandardgs. SC27 is a SubCommitteeof ISO/JTQ. SC
HT @& G I Ypeeanyedam §SDI- oneof severallaysout its keyprocessesn 50 pagesof excruciating
detail.

SQ27 ownsand maintainsmorethan 200 standardsof whicharounda quarter are activelyprogresing
atanyonetime. SQ27,in turn, hascarvedup its workloadacrosdive WGs(WorkingGroups):

1 SC27/WGL1 - Information Security Management Systems responsible for developing and
maintaininglSMSstandardsand guidelinesjdentifyingrequirementsfor future ISMSstandardsand
guidelinesmaintainingthe WG1roadmapand liaising/collaboratingvith other organizationsand
committeesin relationto ISMS;

1 SC27/WG2 - Cryptographyand Security Mechanisms cryptography,cryptographicalgorithms,
encryption,authentication,key managementdigital signaturesandall that;

1 SQ7/WG3- SecurityEvaluation,Testingand Specification CommonCriteria,evaluationmethods,
protection profiles,securitycapabilitymaturity modelsetc,;

1 SC27/WG4 - Security Controls and Services responsiblefor a variety of standardscovering
intrusiondetection,ITnetwork security incidentmanagement)CTdisastemrecovery,useof trusted
third parties, businesscontinuity, applicationsecurity, cybersecurityand outsourcing Someof
thesealsofall into ISO27k

| SC27/WGS5 - Identity Managementand PrivacyTechnologiesdoespretty muchexactlyW ¢ Kitt {
saysonthe (i A(#i€itle is selfexplanatory) Includesbiometrics.
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IEC

A
-

Security and Privacy Topic Areas

4 Information security management system (ISMS) requirements )

plus

ISMS supporting guidance - codes of practice of information security
controls, ISMS risk management, ISMS performance evaluation and ISMS

implementation guidance

ISMS sector
specific security
controls (including
application and sector

specific e.g. Cloud,
Telecoms, Energy,
Finance) and sector-
specific use of ISMS

requirements
standard

- N

Security services and

controls (focusing on
contributing to security
controls and mechanisms,
covering ICT readiness for
business continuity, IT
network security, 3 party
services, supplier relationships
(including Cloud), IDS,
incident management, cyber
security, application security,
disaster recovery, forensics,
digital redaction, time-

- J

stamping and other areas)

- /

J
a N
Identity

management and
privacy
technologies
(including application
specific (e.g. cloud and PII),
privacy impact analysis,
privey framework, identity
management framework,
entity authentication
assurance framework,
biometric information

authentication)

protection, biometric
~

% )

ISMS
accreditation,
certification

and auditing
(including acreddited
CB requirements,
guidance on ISMS
auditong and
guidelines for
auditors on ISMS
controls)

-

(S

Cryptographic and security mechanisms (including encryption, digital
signature, authentication mechansisms, data integrity, non-repudiation, key management, prime
number generation, random number generation, hash functions)

J

(SC 27 WELCOME PACKAGE 2019-09)

Findout more aboutthe innerworkingsof SC27 in the welcomeguide

Asifthatg | & gb@plicatedenough there arealsoéOtherWorkingD N2 dgDWGs)a { LISNDKihgt
D NE deBWGs)X w I LILIDNIR SigRBSadvisors)a W2VioykingD N2 dgIEGS)Workshopsand
the ITTaskForce(ITTF) [Thereis presumablyalsoa secretCFACommitteeForAcronymskomewhere

in ISO/IEGand!].

- N
Security

Evaluation, Testing

and Specification
(including evaluation
criteria for IT security,
framework for IT security
assurance, methodology for
IT security evaluation,
cryptographic algorithms
and security mechanisms
conformance testing,
security assessment of
operational systems, SSE-
CMM, vulnerability
disclosure, vulnerability
handling processes, physical
security attacks, mitigation
techniques and security

requirements)
- /

Asidefrom SC27, variousother subcommitteesare workingon securityrelated matters,suchas:
1 SC6 - Telecommunicationandinformation exchangeéetweensystems

=4 =4 4 4 -4 A4 A

SC7 - Softwareand systemsengineering
SC17- Cardsand personalidentification
SQC25 - Interconnectionof informationtechnologyequipment

SQ29 - Codingof audio, picture, multimediaand hypermediainformation
SC31- Automaticidentificationand data capturetechniques

SC32- Datamanagementndinterchange
SC36 - Informationtechnologyfor learning,educationandtraining
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I SC37- Biometrics

Implementation tip: once you have gained ISMSimplementation experience,considerhelping the
continued developmentof the 1ISOZk standardsby contacting your national standardsbody and
volunteeringyour assistancémore advicefollows...).

Pleasenote: the 1SO27001secuyi.com website is privately owned and is NOTan official organ of
ISO/IECPleasaeadour disclaimerfor more.

FAQ:G | 2cénl keepup with developmentsinL { hH T | K§£

A: An easyway to keepin touch with developmentsis to join the |ISO27kForum 5 2 yf€get to
bookmarkthis websiteand callbackeveryso often to checkthe news.

Anotheroption isto GooglelSO/IEQ7000or relatedterms. Professionainformation securityrelated
organizationssuch as ISSAand ISACAand journals such as EDPACSare increasinglydiscussingor
publishingarticleson ISO27k There are a few 1SO27lgroupson Linkedinand other socialmedia, of
variablequality.

Implementation tip: if you discoversomelSO27kewsbeforeit is publishedhere, pleasetell ussowe
canshareit with the usercommunityviathis websiteand/or viathe ISO27korum

FAQ:a | 2canl getinvolvedin the developmentof securityd G I Y R NR & K €

A: Contactyourlocalnationalstandardsbody(e.g.BS]NISTSNZ to find out aboutanyspeciainterest
groupsand committeesworking in the information security arena If you can sparethe time to get
involvedwith standardsspecificationdevelopmentand/or review,contactyourlocalISO/IEQTCL/SC
27 representative/go volunteeryour services.

Thereis a genuinechancefor experiencedorofessionalgo influencethe future directionsof ISO27kf
they are preparedto put in the effort and collaboratewith colleaguesiroundthe world. 5 2 yi@itifor
the publishedstandardto raise your criticismsand improvement suggestionsget involved in the
draftingandreviewprocess!

Implementationtip: ThelSO/IEGecuritySubCommitteesand WorkingGroupsare extremelybusyand
produce lots of paperwork Committeework drafting and reviewing standardsplus respondng to

gueriesfrom other interested partieshasto be slotted-in with other dutiesincludingthe day-job. If

you get involved, be preparedto lose a substantialchunkof your free time reading,reviewingand
contributingto draft standards L (ifud &hough, a privilegeto be ableto collaboratewith professional
peerswho are committedto ISO27k
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FAQ:G | 2dé we engageour managementpersuading them that the ISMSprogramhas
tobeSaidlof AAaKSRKE

A: Agoodplaceto start is to work on raisingawarenessat the managementevels,ashighasyou can
go. Thereare severalwaysof actuallydoingthat, suchas:

1 Directlyworkingwith your seniorseairity contacts/friendsjncludingcolleaguesn risk,compliance,
legal,IT,facilities,Internal Audit etc. (particularlyany businesaunits that havea clearand pressing
needfor information securitye.g.R&Dfunctionswith pre-patent information; S&Mfunctionswith
customercreditcardinfo; HRwith personaldataon personnel...):they (should!)alreadyhavesome
awarenes®f information securitybut maybe unfamiliarwith ISO27kand ISMSconceptsand may
havethe rather narrow IT securityperspective;

1 Drawingup strategiesand plansfor the ISMS|inked asexplicitlyasyou canto corporatestrategies
andplans Thecloserand more obviousthose linkagesthe harderit will be for managementto
resistthe needfor securityin supportof the business Work hard at this - it will pay off bigtime in
the end, trust me;

1 Workwith Financeon busineslans,costbenefit analysispudgetproposalsor whateverit takes
to getsufficientresourcesfor the ISMShoth initially at the design developmentor implementation
phasesand longterm for ongoing security operationsand maintenanceof the ISMS Without
sufficientresourcesthe ISMSsdoomed Thisis largelya matter of prioritization relativeto other
businessactivitiesand initiatives, so you will haveto negotiatetiming and fundingin the business
context- whichmeansyouneedan appreciationof what elseis goingon;

1 Mapping communicationsand power relationshipsin your managenent levelsi.e.the informal
structure chart for management(not [just] the formal organogramthat HRputs out, but the one
showingwho reallywearsthe trousers,who they consult/relyon - possiblyevena RACLype chart
and psychometricsf you havethe knowledge,energyand access) Thiscanhelp you understand
your audience/customersetter, communicatemore effectively,anddevelopan uncannyability to
getyourway. It canalsohelp youidentify anddealwith anyblockers Validateyour findingsand
assumptionsvith one or more friendly managers;

1 Workingwith yourteami.e.the information securitypeople,help-deskers securityarchitectsand
others to formulate plans and approachesand exploit their businesscontactswhere possible
Implementinga formal ISMSis a changemanagementactivity for the team as a whole - not
somethingfor the loneranger!;

1 Launchingsomebasicstrategicor managememnievel metrics,suchas maturity scoresagainstthe
recommendationsn ISO/IEQ7001and ISO/IE@7002 sectionby sectionin onlyasmuchdetail as
you needto makethe numbersmeaningfulto management;

1 Findingand exploiting opportunitiesto tackle security pinch-points, longstandingsecurityissues
that have causedproblemsfor the business If you canresolvesome of thesein the business's
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favour, you will make friends Make sure to take notes and use these situations as examples
illustratingthe new approachyou aretaking;

1 Settingup regularbriefingsessionsvith relevantmanagersleadingin to andsupplementedby ad-
hoc securitybriefingsand workshopsfor managemenimeetings(includingthe ISMSVlanagement
Reviewsormally required by ISO/IEC 27004ection9), committees,teamsor groupson security
and risk-related matters (e.g.risk and businesscontinuity workshops) Engagementis the
underlyingaim, which meansboth informing them and drawingthem along, motivating them to
supportyour efforts and helpingthem with whateverthey/the businessneedsfrom information
securityd & es@ratzhmybackandL Qdratché 2 dzZNBR € 0O T

1 Tacklinganyoutstandingaudit issuesof relevanceto information security,and startingto build up
your 'stock’ of securityanecdotesjncidents,policies,procedurespriefingsetc., leadingin to afull-
on securityawarenesgprogramwhenthe time isripe;

1 Workingwith independentsecurityconsultantsor contacts perhapsstartingby usingextemal (and
internal?)expertsasinvited speakerdor managementevents Helpthem find and speakon topics
of current interest to management,and so set managersthinking about security stuff. If
appropriate,keepthe speakerson for a few hoursor daysto do someactualwork aswell! They
canoften helpyoufind andexploitgoodrelationshipswithin the managementierarchy,andoften
haveaccesdo higherlevelspurelyby dint of beingindependentexperts Justbe carefulto manage
their expectations.e.you maynot be keento havemanagersemploythem independentlyof your
initiatives.

Implementation tip: a bit of creativeor lateral thinking shouldcomeup with a bunchof ideasof your
own alongtheselines,from whichto selectthe few that you are actuallygoingto pursuethis month.

5 2 yir@1id do too muchat onceor nothingwill getthe attention it requires Focus It takesplanning,
preparationandprioritizationto exploitthe techniqueghat work bestin your organizationandto spot
and respondto the opportunitiesthat will arisein due courseasyour ISMSs launchedand gradually
matures.

FAQ:a { K 2wdzhirRfor 1ISO27Iconformance alignment,complianceor OS NIi A T A O G A

A:Yes Nextquestion?

Well OK,| guessyouwant someadviceon whichwayto go?Hereare someof the prosandcons:

1 Conformancgheremeaningageneralintentto applythe ISO27Istandards)sabasicstartingpoint,
achievableat little costfor anyorganizatiorthat takesinformationsecurityseriously However the
W3 S yASYNG: Bityindplies a fair amount of managemenidiscretionabout which specificparts of
the ISO27Isetare goingto be used,and more importantly to what extentthey areto be adopted
Conformancegiveslittle if any assuranceto third parties about the 2 NH | y A inforinatigny Q &
securitystatus L Upgaéticallymeaninglessvithout further information (for examplewhichISO27k
standardshave been implemented,and to what extent? Is the organizationmerely planningto
adoptthe 1ISO27Istandardsat somefuture point, or hasit alreadydone so?Doesit actuallyhavea
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working ISMS??2) However, some people confuse & O2 Yy F 2 Nivith i @& & LI Austy OS € Y
rememberthat conformancestartswith acon...

1 Alignmentis about asworthlessasconformance It could meanpracticallyanything Liningup a
bunchof ISO27Istandardsn a neatrow on the bookshelfis oneform of alignment...

1 Compliance(meaninga more rigorous, comprehensiveand systematicadoption of the ISO27k
standards)sthe nextlevelwhichtypicallyinvolvesthe organizationmplementingan ISMSf some
form (ideallyusinglSO/IE@7001) alongwith a suite of information securitycontrols(ideallyusing
ISO/IE@7002. Theorganizatiomassertghat it iscompliart with standardsbut mayor maynot be
able to provide any proof. The value of the selfassertiondependslargely on whether the
organizationis both competentat information securitymanagemengandtrustworthy.

{ Certification normally (but not necessarilymeansformal certificationof the 2 NH | Yy A ISMS A 2 Y O
against SO/IEQ7001byanaccreditedcertificationbody. Thisinturn meansthatthe2 NB I YA T | (i A 2
ISMShasbeenindependentlyaudited by competentiISMertificationauditorsto confirmthat the
managementsystem fulfils all the mandatory requirements of ISO/IEC 2700in terms of its
structure/designandthereiseviden@that it isoperating correctly. Neverthelessit isa moot point
as to whetherthis meansthe organizationis actually securein any real sensesincecertification
auditorsneednot necessarilyprobe too deeplyinto the presence designand/or operationof the
information security controls: their primary concernis to validate the managementsystemnot
the information security. Thatsaid,i K S Wfi§ifidg chancethat an ISMSvhichcompliesfully with
ISO/IEC 2700&in factsupportedby areasonablycomprehensivandeffectivesuiteof information
securitycontrols,and that the organizationis proactivelymanagingand continuallyimprovingits
information securityarrangements.

Certificaion of your ISMSs a laudableobjectivebut eventhat is not muchof agoalin itself. Thereal
valueof an ISMSis in the realization of businessbenefits, primarily the reductionin numberand/or
severityof information securityincidents,providedthe costsavingoutweighthe costof the ISMSand
the controls(both elementsbeingdifficult to measureaccurately) Additionalbusinessbenefitsstem
from the reduction in information risks and increasedmanagementcontrol over them, leadingto
greaterconfidence Thevalueof assuringthird partiesaboutthe 2 NH I Y A Inforinaiti@n geQuiity
status dependson the specificcommercialsituation: increasingly organizationsare beingforced to
becomelSO27Icompliantif not certified by businesartners,regulatorsor legalobligations Thisthen
raises the question about whether managementfeels it is worth the organization becoming
compliant/certifiedunderits own termsandtimescale or underpressurefrom athird party.

Implementation tip: if you are genuinelycompliant already,the incrementalcost of certification is
relativelylow whereasthe benefitsof independentassurancecan be significant Why would you not
go the whole hog? If a third party claimsbut cannotdemonstratecompliance(ideally by accredited
certification),it begsthe obviousquestion:whythey R 2 yh&éthe certificateto proveit?
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FAQ:d | Zngany manyears(or man-months)are neededto implementanL { a { K¢

A: Howmanydo you have?Hereare just someof the relevantfactors:

1. Levelof senior managementsupport. Definitelythe #1 factor in my book, asjust noted above
Affectsmost of the restof thislist. ItselfdependsonY | vy I 3 S Yirklgrsta@dingpf what will be
or is involvedin the implementation,and what are the businessdriversand anticipatedpositive
outcomesfor the organizationrwhenthe ISMSsin placeand certified. Canbe overcometo some
extent by information security awarenessactivities, businesscases,and general schmoozing,
focusingspecificallyon theseissuedor the Execsand dealingpositivelywith their concerns Hint:
it pays to work one-on-one with individual managers, not address just some faceless
GYFyYylF3aSYSyiaé o

2. Levelof middle/junior managementunderstandingand support, particularlyin areassuchaslIT,
HR, Risk Management and Legal/Compliance Tendsto follow #1 but not necessarilyin
dysfunctional organizations Can also be mitigated/improved through security awareness,
schmoozingetc. Makefriendsandinfluencethesepeopleby showingthem how the ISMSwill make
their jobseasierand more effective.

3. Experiencecapabilitiesand diligenceof ISMSimplementation team comprisingthe team leader
(probablybut not necessarilyhe Information SecurityManager)plusassortedceam members Can
be boostedby readingand training, plus of coursethis websiteand the ISO27K-orum It is also
worth consideringargeted consultancyassistanceo benefit from others'experiencegboth good
and bad!). Includesexpertisein project and change management,and political astuteness:
rememberthisisNOTrepeatNOTa purelytechnicalprojectwithin IT!

4. Organization'snformation securitymaturity levelwhenstartingthe project,andtheir desiredgoal
levelwhenthe implementationphasecanbe consideredd ¥ A y A WsKafynstatedand difficult
to pin down. Worsethanthat, A lafhéveablefeastthat will shift asthe projectproceedstypically
becauseimproved information risk assessrant processesdentify W NJRaad{2a.JLJ2 NI dinf A G A S 2
improvement]that § S NXeyefappreciatedin the beginning(ah,ignoranceisbliss)...

5. The2 NH | y A ladtuél/ir yegeEof information risk. Thisfactor rather selfevidently affects
the amountand quality of securitycontrolsnecessaryand hencethe nature of the ISMSequired
A military or high-profile organizationin an intensely competitive market or highly regulated
industrywill probablyend up with arather different ISMShan, say,a bicycleshop.

6. Existingcomplianceload and experiencee.g.PCIDSS$privacy,FISMAand particularlylSO9000o0r
similar ISOmanagementsystemsexpertisewithin the organization Theneedfor compliancewith
externallyimposedinformation securityrelated laws, regulations,contractualterms etc. may be
drivingthe ISMSmplementationproject forwards, but equallythis pressuretendsto divert many
of the selfsameresourcedrom their ISM3mplementationactivities.

7. Levelof understandingand supportfor the ISMSprojectin related assurancdunctionssuchasiT,
risk management,finance, HR, legal/compliance,physica security, audit, plus key business
functions(i.e. the politicaland commercialpowerhousesf the organization) Make no mistake:if
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your ISMSdoesnot have- or at leastif the implementation project cannot generate- sufficient
genuinesupportfrom thesefunctions,you are stuffed. Ignorethis factor at your peril.

8. Strategic fit between the putative ISMS claimed/actual benefits and the organization's
stated/actualbusinesgyjoals Findingccreatingand/or makingexplicitthe pointsof alignment(such
asobviouslysharedobjectivesetc.) canbe the key both to surmountingany speedbumpson the
roadto ISMShirvanaand generatinglSMSsuccessnetricsthat managemensimplycannotignore.

9. Number and power of blockersor barriers - generallythis refersto powerful people within the
organization(not necessarilynanagers!put sometimestechnicaland/or commercialbarrierscan
threatento derailaproject See#1and#8.

10.Resourcindevels (not just the core ISMSimplementation project team!), plusthe level of other
competinginitiativesand activities Thisincludes$$$, skilledpeople,consultantsetc., and | mean
the actual level of effort expendedon the projectrelated activities, not just the budgeted or
committedlevels L (n@goodW¥ (i N#® makéthetimeforii KA & Q @

11.Scopeof the ISMSe.g.businessunits to be included, supplier relations included or excluded
Counterintuitively, perhaps,scopeis not a primary factor sincea basiclevel of effort is always
requiredto designandimplementthe managemensystem, regardlessof how widely it is applied
throughoutthe organization Scopinghe ISMSoo0 narrowly-scopednayactuallycreatemorework
for the implementationteam aswell asunduly constrainingts businessvalue!

12.StringlengthJ

Implementation tip: checkout the implementation project estimator - a simple spreadsheettool
providedinthe ISO27K oolkit Ifit turnsout to bewildlyinaccuratewe wouldwelcomeyourassistance
to improveit for future users.

FAQ:a Litdecessanto appoint an Information SecurityManagerto implement and run
anISMSAf so,what qualifications shouldhe/shelLJ2 4 & S & & K ¢

A: Yes,in practice an ISMSneeds a nominated Information Security Manager, Chief Information
Security Officer or similarleaderto plan,implement,run andmaintainit, althoughthe ISO27lstandards
R 2 yegndtlysayit that clearly A veryrough rule-of-thumb suggestghat a minimum of about 1% of

an2 NH I y A total @mpyeésshouldwork purelyin information security(a greater proportion in

anyorganiationfor whichinformationis a vital corporateassethenceinformation securityis a critical
businessssue) Smallorganizationgnaynot havethe luxuryof adedicatedfull-time ISM/CISGut may
assignthe correspondingresponsibilitiesto the IT Manager or someoneelse as a part-time duty.

Organizationsof all sizesare encouragedto utilize independentexperts (consultants,contractors,
auditors,or evenmanagedserviceprovidersspecializingn compliancecommunicationsgollaboration
and continuity) asnecessaryboth for the additionalpairsof handsand more importantly their brains,
expertiseand experience.

Here are some genericsuggestionof suitable qualities, qualificationsand experiencelevelsfor an
ISM/CIS@basedon a list initially submittedto the 1ISO27korumby Wawet):
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Must haves:
1 Personalntegrity (#1 requirement),high ethicalstandardspasicallybeyondreproachandentirely
trustworthy

1 Passiorfor information seairity and IT risk managementwith a professionaltrack recordin the
field typicallyevidencedby certificationssuchas CISS®r CISMplushandson experiencerunning
anISMSof someform (ideallycertified compliantto ISO/IEQ7001)

1 Cancompetentlyandconfidentlyexplainwhat ClAreallymeansandwhy this is soimportantto the
organization

Highlyrecommended:

1 ProfessionallT or similar technical background(e.g.former IT system/network administrator,
analyst, developer, project manager, operations, IT disaster recovery/contingency
planner/manager)

1 Projectand personnelmanagementexperience,good at schedulingand managingtime, people,
budgets tasksetc. andworkingto dynamicpriorities

1 Excellentommunicationskills,both written andoral, ableto demonstratethe ability to write well
and presentconfidently,evangelicallyeven(checkin the interview process)

1 Businessmanagementexperience& expertise, ideally MBA material, with knowledge of the
2 NH I y A bubinedsRuAtids strategiesand goals

1 ITauditskills(e.g.ableto assessisks,askthe right questionsandgetto the bottom of things,plus
write and presentformal managementeports),ideallyqualifiedto CISAor equivaknt

1 Handson experienceof ISMSJesignandimplementation(e.g.activelycontributingmemberof the
ISO27kK=orum)

1 Process and quality-oriented (demonstratedability to identify and deliver continuous process
improvements, knowledge/experienceof 1SO 9000 and ITIL/ISO20000) plus people skills
(e.g.generallygetsalongwith all typesof personyet seltconfidentand assertiveenoughto lay
downthe law whenrequiredwithout beingaggressive)

Highlyorganizedstructuredandseltmotivated,& R NA eded y £
Negotiationskills
Pragmatiaather than overtly academictheoreticalor idealisticoutlook

Workswell under stressinducedby conflictingpriorities, frequentd A y' G S NilNikzl disduéces,
unreasonable/unrealistiexpectationsand often negativeperceptionsabout the valueandrole of
information security

1 Goodknowledgeof, andideallyimplementationexperiencewith, the IS@7k standards

1 Cancompetently and confidently explain the differences between threats, vulnerabilitiesand
impacts,givingrelevantexamples

= =4 =4 A
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Niceto haves:

1 Knowledgeof COBITFISMA,SOX, PCIDSSand other information security, governance,risk
managemenbr relatedstandard,methods,laws,regulationsetc.

1 Ableto understandand discussthe pros and consof quantitative versusqualitative risk analysis
methodsasappliedto information security

1 Experienceof designingand deliveringsuccessfueducation,training and/or awarenessactivities
(e.g.trainers,teachers help deskworkersetc.)

1 Experienceof securityadministration,security architecture, physicalsecurity, risk management,
complianceetc.

1 Informationsecurityand/or IT audit or consultancyexperiencewith avariety of organizationsand
the accumulatedvisdomthat often comeswith alonggreybeard

Implementationtip: good,competent,experiencednformationsecuity professonalsare hardto find.
If youhavea potentialISMalreadyonthe payrollbut he/shelackssufficientexperienceor qualifications
to carry the whole job right now, consider employing a consultant to assist with the ISMS
implementationprojed but givethem the specificbrief to mentor/train the proto-ISMand gradually
handoverthe reins AsignificantiSMSmplementationis a fabulouslearningand careerdevelopment
opportunity in its own right!

FAQ:d { K 2alaf ORSOreport to Quality, be part of the IT Operationsdepartment or
report directly to the GeneralManagerof the businessdzy” A § K ¢

A: Thequestionhints at a governancdssue,maybe,or a naivemisunderstanding Generallyspeaking,
the Chief Information Security Officer is, by definition, part of the Gsuite comprisedof all the CxOs

CEOCIOCTOCFOCROLC3PCetc., in other wordsthe mostseniorlevel of executivemanagersn the

organization Thereasonis that the organizationas a whole is dependenton information, which

therefore requiressecuring The/ L { pufiaw,then, extendsacrossthe entire organizationwhile

the risksassociatedvith information are suchthat information securityis a strategicbusinesamatter,

requiringseniormanagemeninvolvement.

& v dzI in théimdodernsenseof quality assurances alsoan issuethat affectsthe entire organization
and hasstrategicaspects... but quality and information securityare not closelyaligned Squeezing
them into the samefunction suggestghan neitheris beingtakenseriously.

ITOperationgs generallyafunctionor teamwithin the ITDepartmentwith animportantrole providing
internal IT servicesput G K I anl@g@rt of the information risk and securitylandscape What about
knowledgemanagementjntellectud property protection, trade secrets privacycompliancepusiness
continuity, physicalsecurity for information, commercialcloud servicesand other concerns?This
smacksof (i 2 R lmyaRiafocuson @ O & 60 S NE BdaningJecustyéfar IT systems,networks and
computerdata:thoseareindeedanimportant part of the riskandsecurityportfolio, but not all. Ignore
the restat your peril.
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Thebusinesaunit GMmay be the most seniorexecutivemanagerin that part of the organizationor a

non-specialistmanager,or evena nondescriptmiddle managerdependingon how the role is defined

Thefact that the questionerreferred to the businesaunit GM impliesthat there may be other GMsin

other businessunits (or divisions sitesetc.), and probablya seniorexecutivemanagementeamfor the

entire organizatioror group... whichwouldbethe idealplacefor the/ L { str&efjicperspectiveacross
the wholelot.

Organizationastructuresand reporting lines, plusthe objectivesfor all seniorpositions,are a matter
for seniormanagementgspeciallyin sucha criticalareaasinformationriskandsecurity Thisis part of
corporategovernancea keyresponsibilityandin fact accountabilityfor seniormanagementif things
ever go badly wrong (e.g.a serious compliance incident such as a privacy breach, or a business
threatening hack,ransomwareinfection, fraud or whatever),hard questionswill be askedof senior
management A responsealongthe linesof & 2 §iad no idea: this wasdelegatedto somerelatively
junior part of the organizationand we R 2 ytr@uble ourselveswith such i NJ& i® distirictly lame,
unconvincingand unprofessional.

Implementation tip: work with everyonein the Gsuite (particularlythose in areassuchas IT, risk,
security,complianceand HR)first to helpthem understandthe issuesandthen cometo anagreement
on the role, objectives,seniority,reporting lines, alliancesetc. if a CISQAs the right approachfor your
organization It makeslittle senseto work on any one aspectwithout alsoconsideringthe restin the
corporategovernancecontext.

FAQ:G 2 K $r¢atingan ISMSjs it absolutelynecessaryto include membersfrom non-IT
parts of the businesgbusinessowners,finance,legal,HR,etcd 0 K €

A: Theshortansweris YES!

ISO27ks most definitely about information securitymanagementsystems IT securityis of coursea
large part these days, given that so much information is communicated,stored and processedon
computers,but non-computerizedinformation assetqfiles, paperwork,printouts, knowledge)are still
valuablecorporateassetghat deserveprotectionjustasmuchascomputerdata, if not more soin the
caseof manyformsof proprietaryknowledge What's more,the average T departmentdoesnot own
and hencelacksfull andtotal control of all the computerdata, systemsand/or networksin the entire
organization so limiting the scopeof the ISMSo IT would not necessarilyrotect all the datato the
samedegree.

ISO/IE@7001is a deceptivelysimpleand elegantstandard Designingand implementinga compliant
andworthwhile ISMSs not trivial for severalreasons:

1 Information security is inherently complex and difficult to do well, while perfect security is
practicallyunattainable Whereashackers,fraudstersand information thievesneed only find a
smallchinkin our defenceswe mustdefendall points simultaneouslypoth aroundthe perimeter
andwithin. Most organizationshavea plethora of technicalplatforms, applicationsand network
connectionsplusaraft of non-ITinformation assetgo protect. Weall facearangeof internaland
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externalthreats,includingthe mundanebut ubiquitouserrors,accidentsequipmentfailures,bugs
etc.

1 Theneedfor informationsecuritymirrorsthe useof anddependenceninformation,andtherefore
extendsacrosghe enterpriseandbeyond It isnot only necessaryo involverepresentativef the
entire organizationbut also businesspartners, particularly where the organizationoutsources
criticalinformation processe®r relieson ITandtelecomsservicedrom third partiesandhencehas
a direct interest in their security arrangements Customes, owners, regulators and other
stakeholdersharesimilarconcerns/eadingto substantialgovernanceand complianceobligations.

1 Information security threats and vulnerabilitiesare constantly changing As with the capital
markets, this dynamismcreates both risks and opportunities for the organization,especiallyin
competitive environments(which includesnational securityand governmentdepartmentsby the
way!). Agile,securityawareorganizationgespondto both, but positioninginformation security as
abusinessnablerisa hard sellto old-fashionedmanagerswith outdatedviews.

It is possibleto restrict the scopeand applythe ISMSnarrowly, perhapsto just the IT Departmentor
the datacentre. Althoughthis probablylosesa significantproportion of the benefitsof an enterprise
wide ISMSjt alsoreducesthe costsandtypicallyspeedsmplementation Justbe carefulthat you will
needto clarify securityissuesand probablyapplyadditionalcontrolsat the scopeboundary,meaning
additionalhidden costs(e.g.explicit securityclausesn SLAsand contractsbetween T and The Rest)
It's sub-optimal overallbut canbe a usefultacticto getyour ISMSstartedandbuild someexperience.

Implementationtip: seniormanagemenshouldfocusonidentifying suitableinformationassetowners
- generallyquite seniormanagerghroughoutthe business who they will hold personallyaccountable
for adequatelyprotecting'their' assetson behalf of the organizationand its stakeholders Theasset
owners,in turn, will callon IT,information security,HR risk, compliance)egaland/or third partiesto
providethe protectionthey require,andto helpthem clarifyandspecifytheir securityrequirementsin
the first placethrough some processof information risk assessment Theresponsibilityfor security
cascadesaturallythroughthe organizationbut accountabilitysticksfirmly at the top 0 & (bciEstops
K S NS Thisisia usefulconceptbecausehoseat the top generallyhavethe budgetsandinfluenceto
make security happen, or not. They also have the strategic vision and broad business/market
knowledgeto determinethe valueand henceamountof protection neededfor businessnformation.

FAQ:How do we define the scopeof our ISMS?

A: Firstdecidethe boundarieqi.e. whichpartsof your organizationare goingto be subjectto the ISMS
and which parts if any are not) and applicabilityof the ISMS(i.e.what doesthe ISMSapplyto and
protect-usuallyW A y F 2 NavW Ao yA R 3/ N |4 (Bisgydite £ down. QED.

Scopingthe ISMSis an important businessdecision,best made by senior managerswho appreciate
what the ISMSis all about and understandwhat it doesfor the business Unfortunately, however,
0 K S Wdbickanand-eggsituationhere:before the ISMIs approved designedandimplemented few
seniormanagersare likelyto havemuchof a clueaboutwhat the ISMSs, let alonehow valuableit will
be ... soA (laQery goodideato put sometime and effort into explainingthingsin a way that make
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businessense A goodbusinesscasefor the ISMSfor instance will describethe approachin general
terms, laying out the anticipated businessbenefits and the costs,and giving managementvarious
options.

| S N&bQrichof questionstypicallyof interestto managementhat you might like to considerif not
explicitlyaddressin the businesscaseand associatedchats,discussionspresentations project plans
etc.:
1 Whydowe needanISMSMWhatwill it do for us?Howmuchwill it cost?Howlongwill it taketo get
going?Will it consumeall our information securityresources?

1 2 S QE@e®agedwithout an ISMSuntil now: why the changeWhat prompted this proposal?

L & shi@dbmethingthat IT shouldbe doing?Whatis the relevanceto the rest of the organization?
Why are youevenaskingmeto getinvolved?

1 5 2 yie lavethis already?

1 Whatare our options?Dowe HAVEO havean ISMSfor somereason,or is this a strategicmatter?
What approachesouldwe take?Whygodown the 1ISO27koute insteadof, say,NISTSP80&63 or
PCIDSSr COBIT.. or just continuingaswe are doingnow?

1 Howdeeplyshouldwe getinto this? Canwe scrapeby with the bare minimumand still reap most
of the benefits,or do we needto makea seriousinvestmentand go for broke?What elsecanwe
squeezeout of this opportunity?

1 What do other departments,experts,advisorsand influences think about this? Who elseis or
shouldbe involved?Are they all fully engagedwith and supportiveof the proposal,or might they
be upsetif this goesaheadZanwe copewith the change®f powerandrelationshipghat arelikely
to happen?Dothe changespromiseto be beneficialoverall?

1 Isthis somethingour competitorsare doing?Isthere anycompetitiveadvantagan doingthis?Isit
more advantageoushan all the other stuff we couldbe doing?

1 Whatbarriersarethere or mightthere be,andwhat can/shouldwe do aboutthem?

1 If we decideto go ahead,whenisthe besttime to do it? What elsewill be affected?What are the
risksassociatedwvith the implementationproject?

1 Who shouldrun it? What kindsof skillsand competenciesdo they need?Canwe afford to divert
them from other dutiesonto this? Whataboutthe rest of the team?

1 Howbig shouldwe go?Shouldwe limit the ISMSo certainparts of the organizationwhetherjust
for now or for good?Arethey parts of the organizationthat shouldnot be includedin the ISMSor
various reasons (e.g.becausethey are too busy with other initiatives, struggling with other
challengesaboutto be outsourced...)?

Soyou seethat scopings just one of manyissueson the table.
Implementationtip: (i K S BBt @ &®e saidfor makingthe formal scopestatementvery simplee.g:

& ¢ Knrmation SecurityManagementSysem (ISMS)protectsinformation
belongingto, or underthe custodyof, ACMHEnNc. of Texas; { ! ®¢
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_Or_

a ! / alaf@raation SecurityManagement System(ISVIS)protectsinformation
locatedin or associatedvith ! / a 9ffic@sin RoadrunneiGulch,TX,and CoyoteValley,b a @ ¢

- Or -
G ¢ KcBpeof! / a Infbémation SecurityManagementSystem(ISMS)ncludes
the HeadOfficein RoadrunneiGulch,TX the ProcurementDepartmentin
CoyoteValley,NM, andthe ITfunctionina dzY o I A ®¢

_Or_

G ¢ Knrmation SecurityManagementSystem(ISMSprotectsinformation belongingto,
or underthe custodyof, ACMBNC. of TexaslJSAgxceptfor the corporatelocations2 S NBR S| & @ ¢

- oreven:
Roadrunner Gulch Coyote -
g
Valley a2
a
-
s
Manufacturing Y
Manufacturing operations operations 'g
c
0
5
£
Packagi %
ackaging =
S 9 Qac and dispatch | Supplier -§
: ackaging an relations —=
aciE dispatch Goods in ©

Procurement Sales and marketing

Finance HR R&D Legal &
HQ compliance

Key: Fully in scope P?ﬁ';';‘:t?:ncﬁt ')Je Out of scope

[A scopediagramsuchasthis qualifiesasd R 2 O dzY 5 Y © £ Rahdsdf#fiis the requirementin
ISO/IEC 2700dection4.3. L QB be creative]
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FAQ:& Litgossibleto restrict the scopeof the ISMSto just one department or business
unit, at leastinitially? If so, how do we treat information risksthat go beyondthe scope

ofourL { a{ K¢

A: Restrictingthe scope of the ISMSmay reduce some of the effort and costs involved in the
implementationbut alsoreducesthe realisablebenefits,hencethe net business/alueof the ISMSnay
well belower. It isnot necessarilysuchan easyoption asit might at first appear,asthe supplementary

guestionimplies.

Thereare severalseriousdrawbackdo limited-scopelSMSs:
1 Failureto gainthe valuablebusinesdenefitsof world-standardinformation securityin the rest of
the organization.
1 Discontinuitiesin the way information risksare managed(analysel, treated, discussedX (across
the organization.
1 Failureto aligninformation securityand businessstrategies missingout on the broaderstrategic,

commercial risk managementjossreduction,compliance governancemanagementcontinuous
improvementand other advantagesvhichaccrueto an organizationthat hasinformation security

firmly undermanagementontrol.

1 Likelyunmanagednformation risksin the rest of the organization,and probablya distinct lack of
understanding/appreciatiorof many of those risks if the processesf risk information security
analysisnot justthe ISMSarerestrided to the in-scopeparts.

1 Demonstratesalackof full commitmentto information securityby seniormanagementpbviousto
anyonewho actuallybothersto look at the formal scopeand SoA.

1 Need to apply security controls at the perimeter of the ISMS,including some within the
organizationsincethe restof the worldisa 2 dzii &ha& I8\ESindhenceto someextentuntrusted.

The scopeboundary can be a problem since, by definition from the ISMSperspective,everything
outsidethe scopeis inherentlylesstrustworthy than that within. Informationriskswithin scopeof the
ISMSwill needto be assesse@ndtreated, includingrisksaffectingthe information flowinginto or out
of the scopedareaandinformationrisksthat are entirely externalto it. Thetreatmentsthat youselect
to dealwith theseboundaryand externalinformation risksmayinclude:

1 Controlling the risks through ServiceLevel Agreements(typically with other businessunits or
departmentsof the sameorganization)r contracts(with third parties)that specifycertainsecurity
requirements,and perhapstechnicaland/or proceduralcontrolsfor examplea definedprocessor
identifyingand dealingwith information securityincidentsaffectingthe trans-border information
flows;

1 Knowinglyacceptingthe risks,albeit preferablywith suitablecontingencyarrangementsn placein
casethey materialise;

1 Shaing the risksthrough someform of insurance agreedliabilities, contracts,SLA®tC.;

1 Avoidingthe risks[by not undulyrestrictingthe scope!].
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Furthermore,while the incrementalcoststo extendthe scopeof an operatinglSMSwill normally be
lower, there will inevitablybe initial coststo plan and establishthe ISMSof any size(e.g.to createa
decentset of information securitypolicies,standards proceduresand guidelines) all of which would
haveto be borne up-front by the initial in-scopeareaand may be impossibleto recoverfrom other
businesaunits/departmentslater.

In other words, thisis a strategicinvestmentdecisionfor management.

That said, there are some advantagedo starting small: it focusesthe project and makesplanning
simpler. The project managershould have an easiertime running the project with a smallerteam
(probably)andfewer stakeholderdo satisfy It maybe aworthwhile learningopportunity, a chanceto
build skillsand gainexperiencebefore proceedingwith the remainderof the organization L (inotall
bad.

Implementation tip: rather than deliberatelyand consciouslyestrictingthe scopeof the ISMSasyou
suggestjt mayinsteadbe worth talkingin termsof a & LIAAL Y2Ldf S Y S yhiwhidhévérafei/syou
choose Thisminor changeof the wording impliesthat, providedit is successfulthe pilot will be
expandedo becomea full-scopeimplementation...

FAQ:d 2 Kd® someorganizationsrestrictthe scopeoftheirL { a { K€

A: There are at least 23 reasonsto de-scopeor constrain an ISMSto particular businessunits,
departments,locationsor whatever:

1.

L (aCpiiot or a starting point, a way to gain experience,see how it works and set things up in
preparationfor alargerimplementationd samefuture LJ2 A y G € ®

L (aCpiiot or a starting point, a way to gain experience see how it works and set things up in
preparation for a larger implementationthat is actually planned as part of a documentedand
approvedbusiness/securitgtrategy (NB Reasorl =/= ReasorR)

Markedlydifferent information risksand henceinformation secuity requirementsin variousparts
of the organizatione.g.international businessesvith conflictinglegaland regulatory compliance
obligations, or large organizations comprised of multiple, largely independent,
companies/operatinginits.

4. Lackoftimeci K S BidtirQentneedto d 3 8 § NIi Antldc&tiRicateisall that mattersright now.

5. L Gt@d&iskyto go for a full-scopeimplementation¢ & ¢ &ight not passthe certification audit

(becausewve onlyfully control the in-scopeLJ NJi 0 £

Politicalconstrints e.g.if information securityis seenby managementsan IT matter, soA (ILE3Q &
problemandITcandowhat it likessolongasno one elseis affected.

Skunkworksi.e.the in-scopeareais implementingthe ISMSsecretly,under the radar of senior
managemenin general for variousdubiousreasons.
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8. Stakeholderdemandse.g.if The Minister or A Major Customer insists on certified 1ISO27k
complianceso ¥ ItHeyy S SRH@ parchment.

9. Stakeholdedemandse.g if TheMinister or TheOwnerinsists for someexternal(andprobablyill-
advisedor misguidedyeason that the scopebe limited.

10.Genuinebudget or resourcingconstraints[for legitimate reasons,not just becauseof arbitrary
dedsionsby managementmeaningthat a narrow-scopelSMSss all that canpossiblybe achieved,
at the momentanyway.

11. ThelSMSsneededto addressa specific,narrow complianceobligationsuchasPCIDSSor privacy:
nothingelsereallymatters.

12.Myopiaor blinkers- afundamentallackof understandingandsupportfrom managementespecially
senior/powerful people) concerningthe all-encompassinghature and wider value/benefits of
informationsecurity,probablyreflectinglimited securityawarenesr perhapsbad experiencesn
the past.

13. Myopia- short-sightednessparrowperspective|ackof ambition,inexperiencecluelessnesand/or
extremenaivetéby the information securityprofessionalsoncerned.

14.Thein-scopebusinesainit/departments/whateveris a fully independentoperatingunity, justlike a
separatecompany.

15.To cut cornersand give the appearanceof being concernedabout information security while
spendinghe leastamourt possibleto do so.

16.4 . S O kvergoBeelsedoesit that g | & fbllow-the-herd mentality.

17.Brainsin-neutral - it never even occurredto anyonethat the ISMSmight be applicableto, and
benefit, the entire organization.

18.Becausdhey were (wrongly?)advisedto do so by someselfproclaimedexpert, or possiblyby an
experiencedconsultant, professionaladvisor or auditor who seriouslydoubts the organization
needs, or is capableof implementing,a full-scopelSMS.

19. Lackof genuinecommitmentto informationseairity: the ISMSsjustafad,anicelineond 2 YS2 y SQa
CVor marketingbrochures.

20. Lackof foresight,visionand ambition, selfdoubt, smallballs.

21. Genuine managementdoubts about the value of the ISMS,reflecting misunderstandingsand
distrustin the motivesof those promotingthe ISMS.

22.Toomanyother commitmentsand initiatives (includingother managementsystems?); a change
managemenbverloadand management/resourcingrisis.

23.Becausdhe rest of the organizationalreadyhassomethingbetter, or at leag a different way of
managingnformation securitythat is deemedincompatiblewith ISO27k

24.Others? Peoplecanbe very creativein thinking up reasonsnot to implementan ISMSacrossthe
entire organization.
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Someof theseare genuine,legitimate reasons,valid for certain limited circumstancesbut manyare
spurious.

Implementation tip: scopingthe ISMSappropriatelyis an important strategicdecisionthat shouldbe

made by senior manages, for examplediscussingcomparingand choosingbetween a set of scope
options. Ideally,the optionsshouldlay out the costsand benefitsoverthe entire lifecycleof the ISMS,
severalyearsat least,to enabletheir prosandconsto be assessed.

FAQ:a 2 Seedaninventory of our information assets Howdowe do (i K I K ¢

A: Errrr,areyou sure? What makesyou saythat?

ISO/IEC 2001 doesnot formally demandthat you havean information assetlist, inventory,registeror
whatever:it isone of the discretionary/suggestedontrolslistedin AnnexA. Technicallysinceit isnot
strictly mandatoryfor certificationi.e. specifiedin the mainbodyof 27001,you coulddecideto break

with conventionand not bother with aninformation assetinventoryat all but if soyou had better be
readyto explainandjustify that curiousdecisionto the certificationauditord It begsquestionssuchas

& lystR 2 yegeiiknowwhat information assetsyou own or are responsiblefor, how canyou be sure

you havedealt with the associatedNJ & I|n &hé¢ogy there are approachesand situationswhichR 2 y Q (i
necessarilynvolveinventories(or listsor registersor databasesX dbut in practicel O I erf¥i§ageany
realworld situationwhere suchan approachwould be sensible.

WH T AmmexA linksto ISO/IE@7002with further advice WH T Jsintuin, refersto ISO/IEQ7005
whichsays:

G ! a aéhiification should be performedat a suitable level of detail that provides
sufficientinformation for the risk assessment Thelevel of detail usedon the asset
identificationwill influencethe overallamount of information collectedduring the risk
assessmentThelevelcanberefinedin further iterationsof theriskl 8 8 S&aaYSy (i ®¢

Bymentioningiterations,it isperhapshintingat theideaof doingahighlevelassessmertirst, assessing
broad categoriesor groupsof information asset,then in successiveyclesgoinginto more detail as
appropriate Youmight, for instance:

1 Conducta high level risk assessmentcrossall your known information assets,crudely lumped
togetherfor the first run

1 Sortthe information assetgroupsin order of the assessedisklevels

1 Analyseinformation assetswith the highestrisksin more detail, perhapsbreakingdown the
categories/groupso getmore specific

| Systematicallyvork yourwaydownto the lowerriskitemsuntil A (tifdeto re-startthe cycle(e.g.an
annualinformation riskupdate)
Alternativelyyou could:

1 Conducta highlevelriskassessmenacrossall your knowninformation assetscrudely categorized
or groupedfor the first run
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1 Carveup the information assetanto, say,4 groups:critical, high,mediumor low

1 Drawup a scheduleof riskanalysisand treatment activitiesthat addressesndreviewsthe critical
risk items every quarter, the highseverythird of a year,the mediumstwice a yearand the lows
onceayear

1 Breakdown groupsof information assetdnto smallerchunksasappropriate
1 Reviewand updatethe risk categorizationas relevantthroughout the year during the work, and
perhagsrevisitit asawhole onceayearto planthe followinge S | bR a
Alternatively:

1 Startby specifyinghe risklevelse.g.high,mediumandlow, with definedcriteria[get your buckets
ready]

1 Searchout your information assetspriefly assesshem and assignthem to the correspondingisk
level[chuckthingsin the buckets]

1 Takea closerlook at those in the mediumlevel,and a much closerlook at the highs,leavingthe
lowsto fend for themselvegrummagethroughthe buckets]

1 Onceayearrevisitthe risk levelcriteria, reviewthe classifiedtemsfor anyanomaliesand decide
the approachresourcesetc. for the followingyear[perhapskickthe bucket!]

Otherwise:

1 Adopt or adapt basicallythe same approachused currently elsewherein the organizationto
identify, assess#inalyseandtreat other kindsof risks(e.g.financial,strategic,market, compliance
and/or health and safetyrisks),with adjustmentsasappropriateto suit the particularneedsand
contextof informationrisk.

Thisis not a definitive or comprehensivdist of options  Youmight prefer variantson or combinations
of the above,or the Monty Pythonoption 6 Andnow for somethingcompletelydifferente 0 ®

Bearin mind that, under 1ISO27kyou havea lot of latitude to go with the approachthat suits your
specific organization You can design it and put it into effect, along the way generating
records/documents/evidence/collateralwith which the certification auditors can confirm that you
have:

1. Determinedasensibleapproachthat makessensen your situation;
2. Followedthe approachasintended- & 2 dz@b@eSvhat you setout to do; and

3. Governed and managed the entire process/approachsensibly, systematically making fine
adjustmentsor more substantialchangesif appropriateto improve the processin the light of
experience(e.g.risksthat turned out to be more seriousor more frequent than expected,plus
inddents that WO I a0Sof y 2 ¢ K $niypigingy failures or weaknessesn your information risk
managemengctivities)and perhapsother changegyoingon in parallel(e.g.a corporatestrategyto
be bolderandpushharderwheneconomicconditionslook promising andto retrenchandbe more
carefulwhenthingslookbleak;or pressurefrom the authoritiesor stakeholderso be more careful
in respectof certaintypesof informationrisk,asset,incidentor control).
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Implementation tip: asto how to do actuallyit, the keyisto categorizeor group similarinformation
assetstogether. By Wa A Y wd dreNd@ally getting at the information risks associatedwith the
information assetsi.e. the threats, vulnerabilitiesand businessmpacts,rather than criteria usedto
group them in other contexts (e.g.by platform/vendor, type, value, age, location, asset code or
whatever).

For a kick start, you may find that IT, Finance Procurement,HRor other functionsalreadymaintain
lists,database®r inventoriesof variousinformation assetdor their own purposessuchas:

Managingand maintainingsoftwareversionsupdates,patchesand perhapslicenses;
Providingsoftware,hardwareor usersupport;

Doingbackups;

Configurationrmanagement;

Networkaddressmanagement;

Intelledual property management;

Accountingand auditing;

Relationshipr vendormanagement;

Training;or

Forinsurancepurposes.

=4 =2 =8 8 -8 -8 -9 _9_°3_-°9

Be very careful,though, or you could easilyfind yourselftaking on a massiveburdento consolidate,
rationalize, verify, update, maintain and managedisparate information inventories for the entire

enterprisé Ultimately that may well be the most sensiblestrategicapproachbut R 2 yld@dsight of

yourtactical,nearterm goalto getanISMSup andrunning It maypayto grabusefulinformationfrom

other functionswithout (at this stage)promisingto givethem anythingin return!

FAQ:d 2 K I (i mnKchdetail shouldour information assetinventoryA y Of dzR S K ¢

A: Areasonablycomprehensivénventoryof yourinformationassetsvould be usdul for purposessuch
as:

1 Avoidinggapsand overlaps- suchasclasse®r items of information that everybodypresumesare
someoneS f acBn@ein,or converselythose sexyones where everybodywants a piece of the
action;

1 Riskassessmenand treatment - making surethat all information assetshavebeenduly assessed
andtreated,;

1 Ownershipandaccountability- clarifyingexactlywho isaccountabldor protectingvaluableassets,
andbeingcertainthat they knowit;

1 Prioritization - within reason,it makessenseto put more effort into protectingthe mostvaluable
andvulnerableinformation assetsthan the relativelylow-valueand more robustones Generally
speaking,it also helpsto tackle the biggestinformation risks early-on, not least becausethe
information securityprogramwill start on a highif it makesrealinroadsintothe2 NB | y A fotal i A 2 y €
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risk profile and knocksbackthe thingsthat keep managementand other stakeholdersawakeat
night;

1 Assetmanagementand exploitation - for organizationghat revolvearoundintellectualproperty,
the total value of information assetscan far exceedthe value of all other corporate assets
combined,soof courseinformation needsto be carefullymanaged Theremaybe accountingand
other businessor strategic reasonsalso, such as valuing the organizationfor mergers and
acquisitionspr to negotiatebetter rateswith the banksand other lenders;

i Stayingon top of significant changes- for instancerecognizingwhen new classesor types of
information assetcome into being,or whenvaluesor riskschangemarkedlyasaresultof business
activitiesor substantivechangesnthe 2 NH | y A $itbatioh.2 y Q &

Building,maintaining,usingand managingthe information assetinventoryis one of the capabilitiesa
mature ISMSslikelyto incorporate,but it maypayto start at a simpler,more basiclevelandlet things
graduallydevelopand mature from there over, say,ayearor so.

Informationassetamayfor examplebe categorizedunderthe following genericheadings:
1 Pur/intangibleinformation assetgcontent,data, knowledge expertise);

1 Softwareassetgcommercialbespokeor internal/proprietary applicationsmiddleware,operating
systemsetc.);

1 PhysicalTassetgcomputersrouters,disksetc.);

1 IT serviceassets- see ITILor ISO20000- or more broadly information processrelated assets
includingbusinesgelationshipswith serviceproviderssuchasyour web site hostingproviders

f Humaninformationassetsd LJS 2atelouBgreatestl & & $litetadly true if youtake due account
of their abilities,skills,expertiseandthe wealth of unwritten knowledgeand understandingknown
asexperienceandwisdom).

[That classificationis based on a list originally submitted to the 1SO27kForum A much more
comprehensiveversionof this list is availablein the ISO27KT oolkit.]

D2 Yy @airy about needinga complete inventory before you kick off: you can make a start on risk
assessmenalmostas soonasyou haveidentified the first few items, provided you are preparedto
revisit them later on in the light of additional knowledgefrom assessingther assets Youwill be
revisingassessmentperiodicallyin any caseoncethe ISMSandits PDCAcyclesare runningsmoothly.

Anotherapproachinvolvesstartingwith the 2 NB I y A kelirifoin@agoQrasources the thingsthat
areclearlycrucialto the 2 NH | y A bngdingbRsih€sgandsurvival 5 A a ybfaddard intellectual
property, for example,or the ¢ NB I AlideNEBL datdbhise @bviouslyenough,securityincidents
involvingsuchvital information assetsare likely to have massiveimpactson the organization,hence

the risksare likely to be highlysignificant However,the devilmaybe in the details:maybethe/ 9 h Q a
laptop containingall the O 2 Y LJI sifae@iéplansis highlyvulnerableto beingstolenby a competitor.

The capitalvalue/replacementostof the PCmaybe negligible but the informationit containsmaybe

(to coinaphrase)d LINA OSf S&aaé o
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Implementation tip: whereasyou or your colleaguesmight have in mind the idea of compilingand
maintainingan inventory all your information assets,i K | dic@sily and probably futile approach
Luckily A (n&x &trictly necessary A list of the most significant/valuablénformation assetss probably
goodenoughto getyou started.

FAQ:d { K 2thizfidR assessmenprocesscoverall our information & & S & K ¢

A: ThepreviousQ&Aaddresseda very similarpoint. In practice,it's probablytoo muchwork to risk
analyseeverythingin depth so considerinsteada two-phaseprocess:

1. Abroadbut shallow/highlevelriskassessmento categorizeyour mostvaluableinformationassets
and distinguishthosethat deservemore in-depth risk analysisrom those that will be adequately
coveredby baselineinformation securitycontrols;

2. Adetailedrisk analysison individualhigherrisk assetsor groupsof related assetso teaseout the
specificsuprabaselinecontrol requirements.

Documentad S @S N& & KJ® MiBclugingrbanagementdecisionsabout the categorizatiorprocess
¢ K S NiBr@adlviceon inventorieselsewherein the FAQ

Implementationtip: avoidanalysigaralysigi.e. seekingo inventoryandriskassessbsolutelyevery
information asset and becoming grid-locked in that part of the process)by rememberingthat

information is a fluid assetthat changesall the time. Evenif you were theoretically able to cover
absolutely everything today, the position would be slightly different tomorrow and substantially
different within afew weeks,monthsor years Thereforeit isperfectlyacceptableéo moveaheadwith

an inventory that is & 3 2 éndughfor y 2 gpéovidedthat the ISMSincorporatesreview and update
processeaspart of the continuousimprovement

FAQ:a Lcantrol Xmandatory|[for variousvaluesof XK €
A: Thiskind of questioncomesup all the time on the ISO27kKForum hencethe reasonit qualifiesfor
this FAQ Tosavefurther bandwidthon the Forum,pleaseselectone of the followinganswers:

1. Yes,you need X becauseit is a basic security control that everyone needs You'd be
silly/negligent/riskinghe farm not to haveit.

2. No, Xis not neededbecausewe don't haveit, therefore we considerit neither good practicenor
bestpracticenor recommende.

3. Thatdepends- I'm a consultantwith lots of letters after my namebut you'd haveto pay me $$$$
to answeryour question.

4. No, Xisunnecessarypecausedt is more costlythan the incidentsit prevents Unlesswe are really
unluckyanyway Doyafeel lucky,punk?

5. Youtell me: haveyou assessedhe information risksand identified a troubling risk that control X
might mitigate? Haveyou decidedthat it would be better to implement X than some other risk
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treatment (avoidthe risk, transferthe risk, acceptthe risk)?Is Xthe most costeffective control in
this situation?DoesX adequatelymitigate the riskand,ideally,otherstoo yet without makingthe
situationworsethrough additionalcomplexity,procurement/managementostsor whatever?ls X
feasible?

6. YesbecauseNIST/COBIT/SOXitle bird saysso.

7. Yes.

8. No.

9. Yesbecausdtisd Y I y R | acéoidiBgo finsert favourite authority figure here].

10.No becauseit is & 2 LJi Aghgfdr was not explicitly listed in black and white as absolutely
mandatoryby [insert favourite authority figure heretoo].

11.Yeshecausat's the law [in countryY].
12.Onlyif your policies plans,strategiesechnicalarchitecture,or internal standardssayso.

13.Yesif there is a positive ROS[Return On Securitylnvestment],no if the RCSlis negativeor if
someonehasseededd NB | & R ldzmifiif $here is somethingsexieron management'sagenda
this afternoon.

14.Yesabsolutely- lamavendorsellingX Xisallyouneed Xisbetter thanslicedbread I'd sellboth
my kidneysto buy X...

15.Yeshecausewne will geta badauditreport and/or grieffrom HQif we do not haveX.
16.Not necessarilynow but it will definitely be requiredin the future. Trustme.
17.Nobecausewve cannotafford it at the moment.

18.No becauseéf you haveit, then we haveto haveit too, elsewe will appearbehindthe times and
that isBAD.

19.Yesbecausewne haveit andyou are BehindTheTimes.
20.Doyou evenhaveto ask?Doh!

OKOKenoughalready Whilethere maybe anelementof truth in all of them, the mostcorrectanswer
is (arguably}#5. Youwill no doubt have spotted that it is the longestanswerand consistsof a load
more questions If they aretoo hardfor you, simplychoosebetweenanswers#7 and #8, or consider
the following advice.

ThelSMSspecifiedin ISO/IEQ7001allowsmanagemento decidewhichinformation securitycontrols
are necessaryfor the organization basedon their assessmenof the information risks If they have
donethe analysisunderstoodthe risksand madea managementecision,t istheir right.

However,any competentlISMSauditor would probablybe concernedat the nature of the riskanalysis
that led to the decision to exclude commonplace controls, and would want to explore the
documentationaroundit for a start. Thisisthe classid dzR A d 2 KIS situation!
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Thebasicrationale,from an audit point of view, is that yes,managementandecidenot to applyany
of the recommendedinformation securitycontrolsin AnnexA of 27001 or the whole of 27002that
most other organizationsconsideressentialprovidedthey canjustify that decisionon a rational basis
If the risk analysisand/or their reasoningand decisionmakingprocessesvere fundamentallyflawed,
the auditor would havegroundsto complainand (in the caseof a certificationaudit) perhapsrefuseto
certify, althougheventhis outcomeis not absolutelycertain.

Thisis a tricky issuefor ISO27khat extendswell beyondsuchobviousexamplesasexcludingincident

managementor continuity planningcontrols Thekey aim of ISO27ks to ensurethat management
designsand implementsa solid and reliable managementsystemin order to manageand improve
information securityon an ongoingbasis(includingthe periodsbetweenaudits!)and overtime get as
close as reasonablypossibleto a state of security That target security state, however, cannot
reasonablybe definedprescriptivelyin aninternationalstandardthat is meantto applyto all typesand

sizesof organization Controlsthat are entirely appropriate,if not & S & a Sfgroknkdrgénizations
would be inappropriateand perhapsharmful (i.e. the costswould outweighthe businesdenefits)to

others. Certain controls may be inappropriate today given the current state of maturity of the

organization,but entirely appropriate n a few months or yearsfrom now. The|SO27kapproach,
therefore, stopsshort of mandatingspecificinformation securitycontrolsbut doesmandatea seriesof

management controls comprising the managementsystem For these reasons, 27001 is the

certificationstandard,not 27002.

Implementationtip: jokingaside this questionbetraysalackof understandingof the ISO27kapproach
to Life, TheUniverseand Everything Informationsecurityrequirementsare contextdependent,hence
the control requirementshaveto be determinedbythe 2 NH | Y A indanaig&nfegeRaniningts risks
asbestit can,determiningits best options for dealingwith whateverrisksit identifies, and making
investment decisionsbased on the phasesof the moon, lucky crystals,ley lines or whatever. IF
managementdecidessome commonplaceinformation security controls are simply not required or
justifiedin their circumstanceghey shouldprepareto be challengedn thisdecisionandconsidettheir
rational very carefully In many casesthey may decideto make a limited implementationinstead,
whichlargelyavoidsthe issue.
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FAQ: & L Gtruggling to make sense of and apply ISO H T n n gefeéic security
recommendationsto my organization Anyguideort R@A OSK ¢

A: Thereis no definitive answerfor
your question:'it all depends'is the
classic consulting response The
processdiagram3 shouldgiveyou
a reasonableidea of the overall
processandthe keydocumentsthat
will be required or produced
However, the details vary in each
organization Take a look at the
ISO27kr oolkitfor more free advice.

If you alreadyhavea securitypolicy
manua| for instance,the specified
controls may well addressmost of
the risksin scopeof ISO/IE@Q7002
in whichcaseyouneedto work more
on the implementation and
complianceside,havingreviewedthe manualfor currencyand suitability.

If your organizationis just setting out on the path towards havingan ISMSyou will probablyneedto

start working on managenent understandingin order to justify the financial expenseand changes
associatedwith the programof work ahead- i.e. prepareyour plan, businesscaseand/or strategy.

Think about it, documentit, circulateit for comment and build executivesupport Dealwith the

inevitable objectionsasbest you can,don't just ignorethem. Youwill not regret later the time you

spendnow makingfriendsin seniormanagement.

How will you obtain sufficientdedicatedbudgetto achievewhat needsto be done and how will you
dealwith the probableshortfall betweenideal and actualfunding?If you define your strategyasan
investmentproposalor businessase youwill needto track projectedandactualcostsandbenefitsto
demonstratethe net valueof the program Thisimpliesdesigningandimplementinga comprehensive
suite of information securitymetrics, either up-front or behindthe scenesasthe programcontinues
5 2 yuderestimatethe difficulties of generatinghelpful and informative metrics, nor the practical
problems of estimating the Return On Investment for information security or indeed other risk
managemengctivities.

Implementationtip: get someprofessionahelp with the programmanagementproject planningetc.
unlessyouareawizardwith thesethings Takesuggestiongrom sourceswithin the organizationmost
people are flattered simply to be askedtheir professionalopinion and it paysto re-use existing
processesforms etc. where possibleif information security is to becometruly embeddedin the
corporateculture.
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FAQ:Whatis Information RskManagemen®

A:L Ot beingfacetiouswhen| saythat IRMisthe managemenbf risksto information:

1 Managementimpliessomeoneproactivelyidentifying,assessinggvaluatingand dealingwith risks
onanongoingbasisalongwith relatedgovernanceaspectsuchasdirection,control, authorization
andresourcingof the process;

1 Risksin this context,arethe possibilitiesof harm;

1 Informationis the valuablemeaningor knowledgethat we derive from data, in other wordsthe
contentof computerfiles, paperwork,conversationsexpertise,intellectualproperty and soforth.

Theprocessdiagramsumsit up:

Strategy,
policy
Vulnerabilities X Mitigate Share
Threats Risk appetite :
or tolerance Avoid Accept
Assets “ v . e
- e : Handle
s ldentify risks gaagEvaluate risks gus o
« d 3 . ML 4+ 1

Incidents .~

Advisories, - e R
standards etc. =T
External obligations *

Thefirst stageof the processis to Identify potential information risks Severafactorsor information
sourcedeed-in to the Identify step,including:

1 Vulnerabilitiesare the inherentweaknessesvithin our facilities,technologiesprocessegincluding
information risk managementitself!), people and relationships some of which are not even
recognizedassuch;

1 Threatsarethe actors(insidersandoutsiders)andnaturaleventsthat might causeincidentsif they
actedon vulnerabilitiescausingmpacts;

1 Assetsare, specificallyjnformation assetsjn particularvaluableinformation contentbut also,to a
lesserextent, the storagevesselscomputer hardware etc. many of which are relatively cheap
commoditiesthesedays;

1 Impactsare the harmful effects or consequencef incidents and calamitiesaffecting assets,
damagingthe organizationandits businessnterests,and often third parties;
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1 Incidentsrangein scalefrom minor, trivial or incorsequentialeventsup to calamitiesdisastersand
outright catastrophes;

1 Advisoriesstandardsetc. refersto relevantwarningsand adviceput out by myriad organizations
suchas CERTthe FBI,ISO/IECjournalists,technologyvendorsplus information risk and security
professionalgour socialnetwork).

TheEvaluaterisksstageinvolvesconsidering/assessingl that information in order to determinethe
significanceof variousrisks, which in turn drives priorities for the next stage The2 NH I y A |
appetite or tolerancefor risksis a major concernhere, reflecting corporate strategiesand policiesas
well as broader cultural drivers and personalattitudes of the people engagedin risk management
activities.

Treat risks means avoiding, mitigating, sharingand/or acceptingthem. This stage involves both
decidingwhatto do, anddoingit (implementingthe risktreatment decisons).

Handle changesmight seem obvious but it is called out on the diagram due to its importance
Information risksare constantlyin flux, partly asa result of the risk treatments, partly due to various
other factorsboth within andwithout the organiation.

Downat the bottom of the diagram,¢ S Qadkdowledgedhat the organizationoften hasto respond
to Externalobligationssuchascomplianceand market pressureor expectations.

FAQ® 2 &rejuststartingour ISO27krogram Whichinformation riskanalysismethod/s
couldwe dza S K ¢

A: It is difficult to recommend particular methods or tools without knowing more about your
organizationin terms of its maturity in riskanalysisand information securitymanagementijts sizeand
complexity,industry,ISMSstatusandsoforth. While ISO/IEQ7005o0ffers generaladviceon choosing
and usinginformation risk analysisor assessmeninethods,the ISO27kstandardsdo not specifyany
specificmethod, givingyou the flexibility to selecta method, or more likely severalmethodsand/or
tools, that suityour2 NB | Y A feduiienénts.Q &

Manydifferent information riskanalysisnmethodsand tools exist(seethe list belowfor starters),in two
main groupssharingbroadly similar characteristicsthe quantitative (mathematical)and qualitative
(experiential)methods Noneof them, not one, is explicitlyrequired or recommendedby the ISO27k
standardswhich give someguidancebut leavethe choiceof method/s down to users,dependingon
their requirementsand factors suchastheir familiarity with certain methods Socompliarce is not
reallyafactorin the choice,exceptin the mostgeneralsense.

Bythe way, it is perfectly acceptable advisedeven,for an organizationto use multiple risk analysis
methods Someare more suitedto particularsituationsthan others- for example, it mightmakesense
to useasimplehigh-leveloverviewmethodto identify aspectsof concern,andthento changeto other
more detailedin-depth methodsto examinethose particularaspectsmore fully. Furthermore,some
riskanalysismethods are favoured by the expertsin functionssuchasaudit, risk managementhealth
and safety, penetrationtesting, applicationdesignand testing, and businesscontinuity management:
there is no real benefit in forcingthem to abandontheir favourite methodsandtoolsjust to conform

Copyright © ISO27Forum2019 Paged0 of 96

G Az


http://www.iso27001security.com/html/27005.html
http://www.iso27001security.com/html/iso27000.html
https://www.iso27001security.com/html/iso27000.html

ISO

270601
security ISO27k FAQ

to ISO27k Infact, the differing perspectivesexperienceand insightthesemethodg,tools andexperts
bring could prove very valuable (e.g.health and safety people assessa K | T |ubidg@néthods
remarkablysimilarto ours,while safety-criticalis conceptuallythe sameasbusinesscritical).

Onething to take careover,though,is how to resolvethe inevitablediscrepanciedn the resultsfrom
different methods A crude policysuchasa t Avlidheverrecommendshe leastcostlycontrolsand
minimiseonly the obviousNJ dignd kietter than & t Ah® inost comprehensiveand minimiseall the
NJA a Thednalysesare merelydecisionsupporttools to guidemanagementwho still needto make
the vital decisionsabouthow muchsecurityinvestmentis appropriate,how muchriskcanbetolerated,
how muchcertaintyisreallyneededin the decisionprocessandwhento makeanyneededinformation
securityimprovements Resolingsuchdilemmasrequiresmanagementisionandexperiencecoupled
with expertanalysis/advice.. andgut feel. Goodluck... anddon't neglectyour contingencyplans!

Belowis a very brief introductionto a numberof information risk analysisand managementmethods,
standardsguidelinesandtools, plussomeaimedat supportingGRGgovernanceriskand compliance)
and even SIEM(Securityinformation and EventManagement) Pleasenote that we are not sellingor

endorsingany of them. WeK | @ &ye@uSedmostof them, personally Theshortdescriptionselow
are mostlydrawn from & dzLJLJ A S NuebBitesArikl 8hbid ot be swallowedwhole. Youneedto

determineyour own riskanalysisyiskmanagementand/or governanceequirementsand evaluatethe

methods tools,productsetc. carefully- thereisfurther adviceon how to selectspecificmethods/tools

in the next Q&A. Caveatmptor.

1. AnalogRiskAssessment(ARA)is a deceptivelysimple method to analyse report, compareand
considerriskssubjectivelyaccordingo the relative probabilties of occurrenceandimpacts;

2. [ I f | 6 R&Bagisamethoddevelopedby ChrisCalabreséo helpthe Centerfor Internet Security
prioritize technicalcontrolsin their securityconfigurationguides,thoughit haswider application
It helpsto evaluateand comparethe costsand benefitsfor eachcontrol on an evenfooting. An
interestingapproach;

3. COBITfrom ISACAprovides a comprehensivemodel guiding the implementation of sound IT
governancegorocesses/systemancludingto someextentinformation securitycontrols It iswidely
usedby SOXandITauditors;

4. COSERM(the Committeeof Sponsoringdrganizationsof the Treadway 2 Y Y A a Bniegpns& a
RiskManagementframework), publishedin 2004, is a widely usedgeneralstructure/approachto
managingall formsof organizationatisk;

5. Delphiisessentiallya forecastingtechniqueinvolvingsuccessiveoundsof anonymouspredictions
with consolidationand feedbackto the participantsbetween eachround. It canbe appliedto
predictinginformation riskswith no lesschanceof successhan the other methodsshownhere;

6. DIY(Dolt Yourselfimethods- seebelow;

7. EMEA(FailureModes and EffectsAnalysis)is a genericmethod commonlyusedin engineering
design It focuseson examininghe possiblewaysin whicha system(or processor whatever)might
possiblyfail and causeadverseeffectson the organization(or the usersor customersor managers
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or whomever) The actual causesof such failures are de-emphasizedcomparedto other risk
analysignethods;

8. The] Y [stitute of RiskManagement(IRM),Associatiorof Insuranceand RiskManagerq AIRMIC)
and ALARMTheNationalForumfor RiskManagemenin the PublicSector jointly producedA Risk
Management Standardbackin 2002 It encompassesll forms of organizationalrisk, not just
information risk, usingterms definedin ISOGuide73;

9. 1S0O310000ffersguidanceonthe principlesandimplementationof riskmanagementn general(not
IT or information security specifig. 1SO 31000 is intended to provide a consensusgeneral
frameworkfor managingisksin areassuchasfinance,chemistry environment,quality,information
securityetc,;

10.ISO/IEC27005A & ye&lliia risk assessmenbr managementmethod as such, more of a meta-
method,anapproachto choosingmethodsthat are appropriatefor your organization;

11.Mehariisafree opensource(Geative Commons)iskanalysissnd managemenmethodin several
Europeanlanguagesdevelopedby CLUSIKCIWw de la Scurité de I'Information Francai$ and
CLUSIQIt hasadoptedterminologyand conceptsfrom ISO/IE@7005and providesa spreadsheet
tool;

12.NISTSP800-30 & w AMafagement Guide for Information Technology{ & & (i &Y &ee PDF
downloadfrom NIST Anaccompanyinguidelineis alsoavailableand alsofree;

13.NISTSP80039 & a I y | Rigkfforh Information Systems- An Organizationakt S NB& LIS G A @S
anotherfreebiefrom NIST paid-for by U.S tax-payers;

14.OCTAVHOperationally Critical Threat, Asset, and Vulnerability Evaluation)is / 9 w ¢iskRldased
strategic assessmentand planning technique for security It takes a businessrather than
technologycentricview of securityrisks OCTAVRIlegrois, asthe namesuggestgto musiciangf
not the unfortunate ownersof possiblythe worst Britishcarever),a quickversionof OCTAVE;

15. RiskITfrom IT Governancénstitute/ISACAs similarin styleto COBIBndVallTbut focusesonrisk;

16. StochastiomodellingmethodsusingMarkov chains stochasticPetrinets, Monte Carlosimulation
Bayesiaror other statisticaltechniquesand probability theory are commonlyappliedto estimate
uncertainrisk valuesfrom incompletedata in the financialindustry, but have some potential for
systematicallyexaminingnformationrisks;

17.Veriniceis afree opensourcetool supportingthe BSIT-Grundschutstandards L (v€rngnice.

We are not recommendinghe methods and products/toolslisted above as such, merely providing
someoptionsfor your consideration If you know of other informationriskanalysidools, productsand
methodsworth includingin this FAQ pleasegetin touch.

By the way, DIY (Do-It-Yourself)is a genuinealternative, not just a straw man. It involvesusingrisk
analysismethods with which you or your organizationare already familiar, perhapshome-grown
methodsor eventhosethat are not normallyusedto examineinformation risks(e.g.Delph). Most if
not all organizationshave to examine and respond to all sorts of risks routinely. Many use
informal/unstructured techniques such as risk workshopsand brainstorming, coupled with more
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structuredand rigorousmethodsasnecessary Maybeyour existingrisk analysianethods,processes
andtools are already beingusedor couldbe adaptedto examineinformation risks?Providedthey are
sufficiently documented, rational, comprehensiveand stable (meaningthe results are reasonably
repeatable),the ISO/IEC7001 auditors may be persuadedthat your organizationunderstandsits
information riskswell enoughto designa solidmanagementsystem.

Thatsaid,be wary of naiveattemptsto quantify and comparerisksmathematicallyfor exampleusing
simpleproductsof risk factorssuchasthreat, vulnerabilityand impactvalues,or worse still summing
thosevalues Thisisallfigurative,informalarithmetic,not mathematicallylet alonescientificallysound
by anymeans Thereare problemsasa resultof:

1 Thevalueswe assigrto the riskfactors,whichare usuallyordinalvalueson arbitrary andoften non-
linearscales;

1 Inherent uncertaintiesin our assessment®f those values, not least becausethey can vary
dramaticallyfrom day-to-day;and

1 Doubtsabout the validity or sufficiencyof the chosenfactorsin calculatingrisk - are there other
factorswe R 2 V€ dippreciate?Are they equallyimportant?

Similarissuesoccur, by the way, with manyinformation securitymetrics Peoplewho are unfamiliar
with statistics can easily get carried away by the numbers and assigngreat significanceto minor
differencesthat are well within the boundsof randomnoise Ontop of that, the situationswe are
dealingwith are inherently complexand difficult to model or andyse scientifically,so an apparent
correlationbetweentwo or more factors,whether positiveor negative,couldsimplybe ananomaly,a
pure coincidencerather than atrue causakelationship Thisishard.

Implementationtip: checkthe ISO27k oolkitfor usefulgoodies.

FAQ:d | 2dé we chooseariskanalysistool orY S (i K2 RK ¢

A: ReadlSO/IE@7005for starterd If that is not enough,try the following tried-and-trusted almost
universal spreadsheebased method to evaluate your options and choose the tools, methods,
software cars, partners, holiday destinations, political parties, employers, employees, careers,
lifestyles,widgets...

First shortlist and look over the available methods and tools, thinking carefully about your

requirements What do you expectthe method or tool to achievefor you? Which factors and/or

featuresare mostimportant? Are there any thingsthat you would want your chosenmethod or tool

not to do (e.g.gobbleup excessiveamountsof limited resources)Zonsideraspectsunder headings
suchas:

1 Quantitative or qualitative: opinionsvary on the relative value of quantitative versusqualitative
methods Few information security or risk managementprofessionalsvould recommendtruly
guantitative analysisof information risksin all circumstanceslue to the shortageof reliable data
on incidents (probabilities and impacts), although they are potentially useful in some more
narrowly-defined situations Onesolutionto this dilemmais to use quick/simplequalitative risk
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assessmentfollowed by risk analyseson selected¥ K NA frdasusingmore detailed qualitative
or quantitativemethods;

| Scope are you purelylookingat & A Yy ¥ 2 NWAI a0t x&ksin a broadersense,and what do you
really meanby & A y T 2 NN sdhéRay are you in fact concernedabout risksto information
assetspr businessisksthat happento involveinformation,or somethingelse?Furthermore which
information assetsare you concernedwith? Thesequestionsare very muchlinkedto the scopeof
your ISMSand needto be thrashedout by managementn order to compile your StatementOf
Applicability(SoA);

1 Scalability are you looking to supporta relativelysimpleanalysisof risksfor a singleprocessor IT
system,an organizationwide analysispr all of the above?Will you be completingthe analysigust
onceor repeatedly,andif sohow often?If youintend to gatherand analy® vastamountsof data
overtime, youwill probablyprefertools basedon databasesather than spreadsheets;

1 Maintainability and support somemethodsusecleverdecisionsupportsoftwareto supportthose
undertakingthe analysiswhereasothersare procedural or canbe supportedby generictools such
as spreadsheets Clearly,therefore, they vary in the amount of technicalexpertiserequired to
install, configureand maintainthem. Homegrowntools canbe more easilyand cheaplymodified
in the light of your experiencexomparedto commerciatools (at leastuntil the originaldeveloper
departs, unlesshe/she made a consciouseffort to documentthe system!)whereascommercial
tools tend to be slickerand more polished Commerciakoftware havingflexibility asa keydesign
goalmaygivethe bestof both worlds;

1 Usability: somemethodsandtoolsleadthe userthroughthe riskanalysigrocessa stepat atime,
whereasothers are more free-form but arguablyassumemore knowledgeand expertiseof the
users Someattempt to reduce the information gathering phaseto simplistic selfcompletion
guestionnairedor risknon-specialistspthersrequire competentriskanalystso collectthe data;

1 Value by this we meanthe benefitsto your organizationfrom the tool, offset by the costsof
aqquiring,usingand maintainingthe tool. Purchasepriceisjustonefactor. Anexpensiveool may
be entirely appropriatefor an organizationthat will getloadsof valuefrom the additionalfeatures
A cheapor free tool may prove costlyto learn,difficult to useandlimited in the featuresit offers...
or it may be absolutelyideal for you. Yourvaluejudgmentand final selectionis the end result of
the evaluationprocess Youmayevendecideto adopt more than one for different situationsand
purposes!

Now write down your evaluationcriteria, preferablyasrowsin a spreadsheet Talkto your colleagues
and ideallypeersin other organizationgsuchasmembersof the ISO27k-orum) who alreadyuserisk
analysigools/methodsabout the criteria andincorporategoodideas Gobackandlook againat the
tools/methodslisted aboveand further refine your criteria, ideallyinto a rankedseriesrangingfrom
G dule® @A dowint G y AKSH @3S & ¢ @

AddaWg S A Jdoliiminyd Jdur spreadsheetandfill it with a seriesof percentageghat reflect the
relative desirability of all criteria and add up to 100% (e.g.somethingreally important might be
weightedat say10%,somethingentirely optional might be worth lessthan 1%) [If you are evaluating
riskanalysidools/methodsfor distinctlydifferent circumstancesgreateseparatevariantspreadsheets
with the correspondingriteriaandweightingsfor each.]
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Add columnsin whichyou will enter evaluationscoresfor eachtool/criterion combinatione.g.:
0=d K 2 LJS fod/reihédoesnot satisfythis criterion at all;
1=a LJ2 20NlEn¥thod hardlysatisfiesthis criterion;
2=4 h \tdoMnethod barelysatisfiesthiscriterion;
3=d 3 2 AdRIAM¥thod fully satisfiesthis criterion;

4 = & 2 dzii & ( [toblRnketifod &x¢eedsour expectationswith additional useful/valuable
functions.

If youO | yd&zilewhether somethingscores2 or 3, A (p&fctly OKto score,say,2v5!

Add columnsfor commentsagainsteachtool/method, and a summaryrow for closingcommentson
eachtool/method - trust me, commentswill comein handylater.

Finally,insert mathematicalfunctionsto multiply eachscoreby the correspondingweight and total
eachcolumn,andyour spreadsheetsreadyto supportthe next step: evaluation.

Forthe evaluation start by a quickassessmen&nd roughscoringof your list of tools/methodsin order
to weedout those that are very unlikely to meet your needs (i.e. low scoresin high-ranked
requirements)Jeavingyou with ashortlistfor further analysis.

Youwill mostlikely needto obtain evaluationversionsof the shortlistedtools/methodsto try them out
- you might evengo so far asto run mini trials or pilot studies,preferablyusingthe sameor similar
scenariosn eachcasefor fairness.

Continuelookingat the shortlistedmethods/toolsandrefiningthe scoresuntil you havescoresunder
everycriterion for them all.

If you havefollowedthe procesdiligertly, the tools/methodsthat scorethe highestareyour preferred

ones(remember:you mayend up usingmorethanone). Youare now all setto write yourinvestment
proposal, managementreport or whatever, adding and referring to the completed evaluation
spreadsheetas an appendix Thoseevaluationcommentsrepay the effort at this stage Consider
incorporatingsamplereports, screenshot®tc. from the tools/methods.

5 2 yiddgetto secureandclassifyyourevaluationspreadsheetndreport! Theinformation it contains
(the criteria, the weightings,the scoresand the comments)is valuable and deservesprotection.
Considethe informationriskd

Implementationtip: R 2 y§&tdo hungup onthe terminologyor methods If yourorganizatioralready
doessome form of risk analysisor assessmenof its information securityor indeed other risks, it is
generallyworth adoptingthe sameor a similarapproachat leastat the start. Yourcolleaguesrelikely
to be more comfortablewith what they know, and hence it shouldbe easierto get them to focuson
the analysisrather than the method beingused Within reasonyou canalsopick out useful parts of
methods or processegiecemeal,rather than necessarilyadopting the entire set. Remember risk
analysigsatool, a stepon the waynot adestinationin itself.
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